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X% InfoWatch Traffic Monitor Enterprise

KOHTpOﬂb n KnaCCM(bMKaLWIFI VIH(bOpMaU,VIOHHbIX NMNOTOKOB

B coBpeMeHHbIX opraHudauusax MHPOpPMaLMOHHbIA 06MeH Npon3BoaNTCA
c NMOMOLLbIO pasHoobpa3Horo nporpamMmHoro obecneyeHus.
KopnopaTtuBHasa nouytoBas cuctema, web-goctyn Kk paboyemy nouToBOMYy
ALLMKY, CUCTEMbI MIHOBEHHbIX coobLeHni, SKype, CbEéMHbIE YCTPONCTBA

XpaHeHWs — nONynsapHble TexXHWYeckne Ccpeactsa, MO3BONSOLME
nepegasaTb MHAOPMALIMIO MEXAY COTPYAHUKAMW N KOHTpareHTamu.

TpagnumoHHble opraHv3auMoHHbIe Mepbl, 3anpeLyamowme
ncnonb3oBaHne onpeaenéHHoro nporpaMMHoro obecneyeHus,

3aKkpbiBaOLMe AOCTYN K CbEMHbIM HOCUTENAM WNWU OrpaHuymMBaroLLime
ncrnonb3oBaHne COBCTBEHHbIX HOYTOYKOB M MOOWIMBbHBIX YCTPOMUCTB,
CTaAHOBATCHA HEe3(MEKTUBHLIMM B COBPEMEHHOM Mupe. Hanuuune
dopmanbHOW MNOAUTUKM 6e30NacHOCTM M TPEHWUHIN COTPYOHWKOB He
rapaHTUpYOT UCMONHEHME MONMTUKU, Tak Kak B BONbLUMHCTBE Cry4YaeB B
KOMMNaHWAX HeT TOYHOro MOHMMAaHMUS, KakMe KOHKPETHO OOKYMEHTbI U
CBe[eHVs He noafiexaT pacrnpoCTpaHeHuHo.

Mo oueHkaM akcnepToB ToNbko okono 20% KoHdUAeHUMAnNbHbIX AaHHbIX
cTpykTypupoBaHo, 10% un3MeHsieTCa exeOHEBHO, a BHOBb CO34aHHble
OOKYMeHTbl cocTaBnstioT npumepHo 10% Bcewt koHdUAeHUManbHON
WHpopMmaumm  koMnaHuu. [JononHUTEenbHblEe  CMAOXHOCTU  co3daéT
HenpepbIBHbLI ~ pOCT  0O0BLEMOB  MHGOpmauuu, obpabaTbiBaemon
COBpPEMEHHbIMM OpraHmusauusamm exegHeBHo. B pesynbtate puck
HaMepeHHON N HenpeaHamMepPeHHOW YTEYKN TOMbKO pacTer.

B cerogHAwHMX  ycnoBuAX — 3aP(EKTUBHbLIMA  CTAHOBATCA  He
3anpeTuTernbHble Mepebl, a BCECTOPOHHMWN KOHTPO~b Hag
MHOPMALIMOHHBIMM NOTOKaMM U ux obOpaboTka B COOTBETCTBUMM C
NonMTMKon MHpopMaLmnoHHON Ge3onacHOCTH.

CneumanbHO NS KOMMAHWA, 3avHTEpPecoBaHHbIX B 3allUTe CBOMUX
KOHMAeHUManbHblX AdaHHblX, koMnaHus InfoWatch paspabortana
KOMMMEKCHOe pelleHne Ans KOHTPOMs WMHMOPMAaUMWOHHBIX MOTOKOB —
Infowatch Traffic Monitor Enterprise. PelueHne no3BonsieT koMnaHUsim
onpenenuTb, KTO UCNONb3yeT KOoHuAaeHUuManbHy0 WHGOpMaLMIo, Kak
OHa nepefaeTcs M KTO MMeeT K Her goctyn. Cuctema aBTOMaTUYECKM
BbINONHAET Knaccudukaumio nepegasaemon nHdopmMauumm, nossonset
OLlEHUTb CTEMeHb €€ 3alMLEHHOCTU N ANHAMWYECKU OTCIEeXMBATb
PUCKN yTeYyeK YyBCTBUTENBLHOW MHOpMaLn.

P NRISRIESKI R NANGIFOGIS

CpenHue 3aTparthbl Ha
yCTpaHeHune
nocneacTBUM O4HOIO
MHUMAEHTa pasrnaweHus
OaHHbIX B 2011 roay
COCTaBUIIU OKOJ10 5,5
MnH. gonn. CLUA

Ponemon Institute,
Cost of a Data Breach Study 2012

3AO «PaligpgpatizeHb6aHK», 00UH
U3 caMbix HadexHbIx baHKo8
Poccuu, ucnonbdyem InfoWatch
Traffic Monitor dnsi obecrnieyeHusi
Heobxo0umozo b6aHKy ypOsHsI
6esonacHocmu
KOHGbuOeHyuarsnbHbIX 0aHHbIX. 3a
rnoneoda rnPoMbIWIeHHOU
3KCrlyamayuu ¢ rnoMoubo
InfoWatch Traffic Monitor 6bin1u
8bIsi8IeHbI 369 UHUUOEeHmMo8
HapyweHusi UHhopMayUOHHOU
6es3onacHocmu.

Panddaizen
BAHK

InfoWatch Traffic Monitor Enterprise gnsa 3awurbl KOpnopaTuBHOMN MHdoOpMmaLmn
InfoWatch Traffic Monitor Enterprise — kKoMnnekcHoe MOAyNnbHOe pelleHve no 3awute mHdopmaumum oT
BHYTPEHHUX Yrp0o3, KOTOPOE MO3BOMSIET KOHTPONUPOBATL Pa3fNYHbIE KaHasbl YTEYKM AaHHbIX. PelueHne coctout

13 crnegyowmx Mmogynen:
InfoWatch Traffic Monitor - 3awmta nepnmeTpa cetn

<« InfoWatch Traffic Monitor for Web - ons koHTpona gaHHbIX, nepegaBaeMbiX C NOMOLLLI Web-noYThl,

6noroe, opymoB 1 Apyrux MHTepHeT-pecypcoB.

<« InfoWatch Traffic Monitor for HTTPS -
3awmdpoBaHHOro MIHTepHeT-NpoToKonNa.

AN KOHTPONS [aHHbIX,

nepenaBaeMbiXx C MOMOLUbIO

< InfoWatch Traffic Monitor for Mail - ans KoHTpona MHdOpMauuKn, NPOXOAALLEN Yepe3 KOPNOopaTUBHYHO

MOYTOBYIO CUCTEMY.

<= InfowWatch Traffic Monitor for IM gns KoHTponsi cuctem oOMeHa MrHOBEHHbLIMM COOOLLEHUAMM,
paboTtatowmmm no npotokony OSCAR (ICQ, Miranda v gp.), Bkntovasi nepexsat ansos n sms.

www.infowatch.ru +7 (495) 22 900 22 © 2013, InfoWatch
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InfoWatch Device Monitor - 3awmta pabounx ctaHunn
< Infowatch Device Monitor for Devices — ansa KOHTpons goctyna u
KOnMpoBaHusi MHPOPMaL MM Ha CbEMHbIE HOCUTENN (B TOM Yncne

Flash-nHakonutenn, CD\DVD). KoHTponupyeT yCTpOMCTBa, ROMYNIPSARAHAHOHO

?
nogknioyaemble no noptam COM, LPT, USB (Bcero 26 peLueéHne «
Pa3nnYHbIX TUMOB YCTPONCTB). OnepaTtopam nepcoHanbHbIX
w2 Infowatch Device Monitor for Print — gns KoHTpons mevatu AaHHbIX [ns obecneyeHus
[IOKYyMEHTOB NOCPEACTBOM CETEBbIX U NOKaNbHbIX MPUHTEPOB. COOTBETCTBUS TPEGOBAHMAM
_ _ HOPMaTMBHbIX aKTOB, B
<« Infowatch  Device Monitor for Skype — ana  KoHTpons yacTHocTu ®3-152 «O
MrHOBEHHbIX COOBLLEHWUI, roNocoBoro Tpaduka, W nepeaaqm MEPCOHANbHBIX AaHHBIXY:

dannoB n sms-coobLLeHWIn NocpeacTBOM NpunoxeHns Skype. -
% (hMHaHCOBbIE YYpPEeXOEHMUS

<« Infowatch Device Monitor for XMPP — ana  koHTpons A& MefMLMHCKne
MrHOBEHHbIX COOOLLEHNA, ronocoBoro Tpadwuka, WU nepegayu opraHusauuu
dannoB n sms-coobiieHun no npotokony XMPP (GTalk, QIP un 5% TeNeKOMMYHMKaLNOHHbIE
Ap.) onepaTopbl

<& CcTpaxoBble KOMMNaHUn

< Infowatch Device Monitor for Mail.ru AreHT — Ans KOHTpons )
<% rocydapcTBeHHble

MrHOBEHHbIX COO0bLLEeHMIN, nepegaym GannoB U SMs-coobLLEeHUN

nocpeacTBOM Npunoxenus Mail.ru AreHr. Sl
wz InfoWatch Device Monitor for FTP — ans KOHTponsi nepeaauu KomnaHnusawm, obnapatowmm
AaHHbIX Mo npoTtokony FTP. Utttz il Sale L
COBCTBEHHOCTLIO I HOY-
<« Infowatch Device Monitor for Network — ans KoHTpons ceTeBbIX Xay Ans 3almTbl OT noTepwu
coeauHeHul,  obecrneunMBaeT  MOAKMIOYEHME  TOMbKO K MHOPMALIK, KOTOPasi MOXET
paspeLlleHHbIM CeTAM. HaHeCTN YpPoH (hMHAHCOBbIM

nokasatenam. Hanpumep,

OTHOCSILLUMCS K HAYKOEMKUM
InfoWatch Crawler — mogynb Anga KOHTponsa nHdopmarmm B

oTpacnsaMm:
06LLEeOCTYMHbIX CETEBbIX XPaHUMMULLAX U CUCTEMAaX AOKYMEHTO-
o6opoTa. OcyLecTBNsAeT CkaHUpoBaHUE U NMPUMEHEHNE NONUTUK K & hapmaueBTuka
MHpopMaLIMK, XpPaHSILLLENCs «B NMOKOe». 5% 9HepreTvka

4 Npon3BoACTBO
, <« paspabotka MO
InfoWatch Forensic Storage - ueHTpannu3oBaHHOE apXuBMpOBaHME
ApxvB Bcen nepexBavyeHHOW WHopMaumMm ana  ganbHenwero
NpoBEeAEHUS paccrnefoBaHWMn HapyLeHW NONUTUKKA Be3onacHocTu n

COCTaBIEHUS aHANUTNYECKUX OTYETOB. OAO «BeimnenKom» (mopzogas
mapka bunaliH) — 00uH u3

8edyuux pocculicKux
Infowatch Traffic Monitor Enterprise ocyliecTBnseT: meIeKoMMYHUKaUUOHHbIX
4 MOHUTOPWHI W aHanu3 [aHHbIX, OTMpaBfsembiX 3a npeaens or;epamokﬁl)oe. ]:_Icnonb_:soeaHue
KOPMNOPaTMBHON CETU Yepes3 MoYTOBble CUCTEMbI, WED, cucTembl IgoWatp UGEE e el
nterprise nomozaem bunaiiH He
obmeHa COOGLIEHNSIMM, pacnevaTbiBaeMbiX Ha MokarnbHbie 1 MONBKO OBECHEIUME
ceTeBble MPUHTEPbI U KOMUPYEMbIX HA Pa3NUYHbIE CbEMHbIe 6e30naCcHOCb
ycTpoiicTea KOHgbuOeHyuanbHbIx OaHHbIX, HO
U coomeemcmeo8ams
mpebosaHUsIM HOPMamMUBHbIX
4 MpedoTBpalleHMe YTeYKM KOHMMAEeHUMAmNbHbIX AaHHbIX MyTem akmoe ®edeparbHol Crlyx0bl Mo
GIOKMPOBaHWS MpoLecca nepefadnm B Chyyae OBGHAPYXeHUs (PUHAHCOEbIM pbitKkam (PCOP),

HapyLLeHus nonuTukn 6esonacHocTu Mo TONOXUMEIIEHO
ckasbleaemcsi Ha

4 aBTOMaTUYECKYIO Kraccudukaumio nepegasaemon MHgopmMauum

4 Oe3onacHOe XpaHeHVWe JdaHHbIX AN aHanu3a W NpoBeAeHus 83aumModelicmeuu KoMnaHuu ¢
paccrnegoBaHumn uHeecmopamu U napmHepamu.
-
-
a4
Beeline-

B3avmMopencTeme aneMeHTOB CUCTEMBI NMOKa3aHOo Ha CXeMe:
www.infowatch.ru +7 (495) 22 900 22 © 2013, InfoWatch
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MIHOBOMHBIE ¢

INFOWATCH
CRAWLER

INFOWATCH
DEVICE MONITOR

Kowrr

q)YH KUunoOHalribHbleé BO3MOXHOCTHU

PaboTa cuctembl florM4yeckn cocTouT M3 3TanoB NepexsaTa, aHanusa U NPUHATUS pelleHns, 1, HakoHeL,
apxvBUpPOBaHMA WHdopMaumn. [aHHble, XpaHsiliMecs B apxumBe, MOryT OblTb WCMOMb3oBaHbl Afis
PETPOCMNEKTUBHOIO aHanM3a npu paccnenosaHn MHLUOEHTOB.

MepexBaT Tpaduka

C nomoLpo Moaynsa ans 3awuTbl NepuMmeTpa KOpNnopaTUBHOM CETU OCYLLECTBNAETCA nepexeaT Tpaduka,
oTnpaBnsieMoro no npotokonam SMTP (kopnopatuBHasi noyta), HTTP (Web), HTTPS! (3awmLLEeHHbIN

INFOWATCH
TRAFFIC MONITOR

ANGNU3Z U BHECE
AHONU3 U BBHPCEHUE

INFOWATCH
FORENSIC STORAGE

nepol

Web-kaHan), npoTokonam cuctem obmeHa coobwenuamm (ICQ, Skype v ap.).

Moaynb Aons 3awuTbl paboymx CTaHUMIA BKMOYaeT B cebs areHT, KOTopbIi ycTaHaBnMBaeTcst Ha paboyune
CTaHUUW COTPYAHWUKOB M CO3OaeT TEHEBblE KOMUM JOKYMEHTOB MpuW BbINOSIHEHWM Onepaunii KONMPOBaHUN,
neyaTn, obLLEHMN COTPYOHMKOB nocpeacTBoM Skype. 3ateM TeHEBbIe KONUW NepepatoTcs Ans aHanusa Ha

cepep InfoWatch Traffic Monitor.

' B unmeapauuu ¢ peweHusMU napmHepos.

www.infowatch.ru

+7 (495) 22 900 22

© 2013, InfoWatch
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AHanu3 u NPUHATUNE peLlleHns

Ona npuHatua peweHns o OMNOKMPOBKE nepefadn WHgopmauun unu
JanbHenlwen eé TpPaHCNopTUPOBKE CUCTEMa onpefenseT, HapylaeTt nu
OaHHbIM  bakT nepedayn KoprnopaTUMBHYK MOMMTUKY 6e3onacHocTy.
BeinonHsaeTcs KOHTEHTHbIN aHanua nepegaBaeMbix OaHHbIX,
naoeHTumrkaumna oTnpaBuTenemn 1 nonyyaTenemn.

Ona onpepeneHus oTnpaBuTenerd W nony4vaTenenm UCMNonb3yeTcs
MexaHu3aMm  eanHou  maeHtudukaumn.  [pumeHseTca  CnpaBOYHUK
COTPYAHVMKOB C KOHTAKTHbIMW [aHHbIMW, WAEHTUMUMPYIOLWMMN UX B
paMKkax pasnuyHoro MHopmaumnmoHHoro obmMeHa: paboymii 1 goMallHun e-
mail, ICQ UIN, Skype name, Live Journal ID u T1.n. [NepBoHayanbHO
CrnpaBoOYHUK wumMmnopTupyetca wu3  Microsoft Active Directory n B
OanbHelweM MOMOJHSAEeTCA aBTOMaTMYecKM CUCTEMOW Npu nepexsaTe
COOTBETCTBYHOLLEN MHOPMALMN. DTO NO3BOJMSET OCYLLECTBUTL MPUBA3KY
WHLUMOEHTOB K KOHKPETHbIM COTPYAHUKaM BHE 3aBMCMMOCTM OT MPOTOKOsa
nepegayn gaHHbIX.

o [lepen BbINOMHEHMEM KOHTEHTHOIO aHanm3a npou3BoanTCS
n3BrneYeHne TEKCTOBOM MHGOPMaLMM U3 NepedaHHbIX COODLEeHNN,
OOKYMEHTOB, rpadomnyeckmnx nsobpaxeHunin. Cuctema onpegenset
dopmaT parina BHe 3aBMCUMOCTUN OT €ro pacLUMpeHnsi 1 n3BnekaeT
BCe BMOXeHHble JOKYMEeHTbI (HanpuMep, U3 apxuBoB unu cannos
Microsoft Office). B nssne4yeHHom TekcTe NpoM3BOAUTCS MOUCK
Npu3HaKkoB KoHdmaeHUMansHon nHdopmaumnn. KombuHnpoaHue
HEeCKOMNbKUX TEXHOIOMMN aHannsa no3eongeT Aenatb 9TO
MakcumarnbHO apdekTMBHO. [leTEKTOp LUNPpPOBbIX OTNEeYaTKoB
BbISIBNSAET HE TOMbKO LMTaThl U3BNIEYEHHOIO TEKCTA, HO U (bparMeHTbI
OMHapHbIX AaHHBIX, 3TANOHHbBIX AOKYMEHTOB. [1eTEKTOP TEKCTOBLIX
00BEKTOB HAXO4MT CTPYKTYPMPOBaHHbIE NOCNEN0BATENBHOCTU
CVYMBOJIOB, HAaNpMMep, HOMepa NacnopToB, KPEAUTHBLIX KAPTOYEK,
Bcero 6onee 100 TeKCTOBbIX OOBHLEKTOB, U3 CreayLWwux oTpacnen:
duHaHcbl, CTpaxoBaHue, Hedterasosas otpacnb, [lepcoHanbHble
OaHHble, [MponsBoacTeo, TenekoMMyHUKaLMK.

Mogynb  NUHIBMCTMYECKOrO aHanu3a aBToOMaTU4ecku onpegensaet
TEMATKKY M CTeneHb KOH(PUOEHUNANbLHOCTN aHanmsmMpyemoro doparmeHTa
MHopMaUMM Ha OCHOBaHUM BCTPEYAKLIUXCS B HEM TEPMMHOB U UX
coveTaHuin. HeBOCNpMMMYMBOCTbL K OnevaTkam M TpaHCNuUTy, No3Bonset
OCYLLECTBMNATbL aHanu3 f[axe B Cry4ae HaMEpPEHHOrO MWCKaXKeHus
MHopMaunn.

www.infowatch.ru +7 (495) 22 900 22 © 2013, InfoWatch
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KomGuHMpoBaHHbIe
TeXHosornum
KOHTEHTHOro aHanusa
ANA TOYHOro
BbISABIIeHUA
KOHdUuaeHUnanHOM
nHdopmauummn

BbisiBneHue
KOHnaeHumanbHom
MHOPMaLUKN ABNSETCS O4HOM
M3 caMbIX CIOXHbIX 3a4a4 Ans
CUCTEM 3aLLNTbI JaHHbIX.
InfoWatch Traffic Monitor
Enterprise BkntoyaeT B cebs
WMHTENNEKTyanbHy cCUCTeEMy
KOHTEHTHOro aHanmuaa,
KOMOUWHUPYIOLLLYHO HECKOSBKO
TEXHOMOMMN N NO3BOSISIIOLLYIO
BbIMOSHATL Knaccudumkauuto
MHGOPMaLINKN C BLICOKOW
TOYHOCTbIO.

CoBmecTHO ncnon b3YyIOTCA
cnegywume TexHonornu:

e JIMHrBUCTMYECKUI aHanmn3
e [leTekTop 06BHEKTOB
e LUndposbie oTnevaTkn

Bnarogaps Hanuuuio
TexXHonormm JINHrBUCTUYECKOTO
aHanusa pelueHue 3alumaeT
Jaxe BHOBb CO3[aHHble
OOKYMeHTbI. [1ogo6HbIM
OOKYMEHTaM, Kak npaBuIio,
eLe He NMPUCBOEH YPOBEHb
KOHMAEHUMANbHOCTN 1 NS
HUX He co3gaH undposon
orneyaTok. TexHonorus
aganTtupoBaHa ansa 16 sa3bikoB
W ONs pasnu4yHbIX oTpacrnen
3KOHOMMUKM.

CoBMecTHOE nNpuMeHeHue
HECKOMbKUX TEXHOMOrMm
nossonsieT appekTMBHO
MCNONb30BaThb JOCTOMHCTBA
KaXKaoW N3 HUX 1 3amaThb
WHopMaLmio B Te4EeHMe BCero
XW3HEHHOrO UMKNa.



S

/-
®
INFOWATCH®

BECAUSE YOUR DATA
IS YOUR BUSINESS

Ha dwuHanbHOM 3Tane aHanMsa f[aHHbIX MPUHMMAaeTCs peLlleHne o
AarnbHeuleM OBWXEHUM UHgopMauunm — oHo nnbo 6Grokupyetcs, nubo
paspeluaeTtcs. lNMpaBuna MNoO3BOMSAOT ONpPeaensTb MNOBEAEeHWEe CUCTEMbl He
TONbKO B 3aBMCMMOCTM OT pe3ynbTaToB aHanMsa, HO M Ha OCHOBE
dopmarbHbIX aTpMbyTOB — KaHan nepefayn [AaHHblX, Bpemsi nepeaaudu,
pa3smep n cdopmat davna n Tomy nogobHoe. Kpome 6nokMpoBku nepegayv
MHopMaUnn, BO3MOXHO, 3ad4aBaTb AOMNONHUTENbHbIE O4ENCTBUS:

4 He COXPaHsTb B apXuB
% OTMETUTb cneumarnbHbIM T3roM
4 yBEAOMUTb HapylumTens/oduuepa

XpaHeHMe n peTpOCI'IeKTVIBHbIﬁ adHaNIN3 AadHHbIX
[MepexBayeHHble [AaHHbIE COXPaHATCA B LEHTpanu3OBaHHOM apxuse
InfoWatch Forensic Storage. ApxuTekTypa apxmBa OpMEHTMpPOBaHa Ha
paboTy ¢ MHPOPMALIMOHHBIMY NOTOKaAMM KPYMHOW OpraHmn3auun:

x OObemM  XpaHMMOW  MHdOPMauuu  OrpaHMYMBaeTCs  Nvlb
Bo3MoxHocTamn CYB[ u annapatHoi nnatdopMbl, YTO NO3BOSISIET
OCYLLECTBMNATb XPaHEHUE [aHHbIX 3@ HeorpaHuWYeHHbI nepuog

BPEMEHMU.
<% PelleHne  macwTtabupyemo  npu  yBenuMYyeHMM  0GbEMOB
nepegaBaemMoint  uHdopmaumu.  MoxeT  uchofb3oBaTbCsl B

opraHmsaunax ¢ mnuanbHONM CTPYKTYPOM.

& q)yHKLI,I/Iﬂ 30H OTBETCTBEHHOCTU NO3BOJNIAET peann3oBaTb pasfinyHblie
mMogenun oocrtyna CoTpyaHMKOB K COXPaHEHHbIM OaHHbIM.

<« Bo3amMoXHOCTb orpaHn4eHus npocmoTpa COepPKNMMOro
nepexsayeHHon MHopMauun, 4To nossonsdeT cobnocTu NpaBo Ha
TanHy nepernucku.

Ons opraHmsauunm peTpocneKkTnBHOro nouncka:

<& MoMcKk  NO  LUMPOKOMY  CMEKTpY  KpUTEpUeB:  CBOWCTBaM
nepexBayeHHbIX coobLleHui (nomydatens, OTNpaBWTeNb, Aara,
BpPEMsi OTNPaBKU) U pe3ynbTaTaM aHanmsa MHgopMaLuum.

< [NONHOTEKCTOBBIN  MOUCK MO  COOEPXKMMOMY  MepexBayYeHHbIX
COOOLLIEHUI 1 BNOXEHWUNA.

%4 BbIrpyska xpaHumown nHdopmaummn, Kak B UICXOAHOM BuAe, Tak U C
pesynbTatamu aHanusa.

“a [paduyeckas cuctema OTYETHOCTW Anst MOCTPOEHWUS] KOHTEHTHbIX
MapLUpyToB, onpefeneHus Hambonee HenosNbHbLIX COTPYAHWKOB U
CTaTUCTUYECKOrO aHanusaa.

<= bonee 60 npeayCcTtaHOBJIEHHbIX OTYETOB M BO3MOXHOCTb CO3[aHUA
COBCTBEHHbIX OTYETOB.

4 BO3MOXHOCTb MOHUTOPUHIa akTMBHOCTU COTPYAHUKOB B pexume
«pearnbHOro BpeMeHu».
<4 YpobHad HaBurauuss — HacTpaumBaemass cuctema UNbTPOB MU

KaTtalnoros.

Infowatch Forensic Storage nossongeT oTcneauTb MapLUpyTbl OBWKEHUS
nHdOpMaummM, Ccrydam HeuerneBOro  WCMONb30BaHUSA  KOPMNOPaTUBHbIX
pecypcoB, onpegennTb OTNPaBUTENS, NONyyYaTens AaHHbIX U NpeacTaBnseT
cobori HagexHyl fokasaTenbHylo Ba3y Ans paccnefoBaHUsi MHUWAEHTOB,
noucka yteyek KoHuaeHUnansHon nHpopmaumn.

www.infowatch.ru +7 (495) 22 900 22 © 2013, InfoWatch
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N3BneyeHue TekcTa U3

n3006paxxeHumn

MHorve JOKyMEHTHI B
opraHm3aumsx
pacnpoCTPaHATCH B
OTCKaHUPOBaHHOM Buae.
3avacTyo Takumu
OOKYMeHTaMu siBnsitoTcst
OTCKaHMpOBaHHbIE JOroBOPA,
NPOTOKOIbI coBeLLaHmi. [ns
TOrO YTOObI 3TN JOKYMEHTHI
Mornu 6bITb
npoaHann3MpoBaHbl
cpencTBaMy KOHTEHTHOTO
aHanusa Ko Bcen rpacdnyeckon
WMHdOpMaLMM NPUMEHSETCS
TEXHONOrs pacno3HaBaHus
TekcTa B n3obpaxeHumax OCR
(optical character recognition).

000 «J1IYKOUIT-UHDOPM>»
ocywecmernsem
UHGOpMayUOHHO-
mexHoro2u4deckoe obecrie4eHUeM
dessimernibHocmu [pynnbl
«JTYKOU/T».

InfoWatch Traffic Monitor
Enterprise, eHeOpeHHbIU
KommaHueu, obecrieyusaem
MO/IHOUEHHbIU KOHMPOsb Had
UHGhOpMaUUOHHbLIMU TOMOKaMU C
pasuYHbIMU CUeHapusiMu
peakyuu Ha HapyweHusi
nosiumuku 6e3onacHocmu.

m MYKOWn
MHOOPM
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YcTaHoBKa u agMUHUCTpUpoBaHue

YcTtaHoBka Infowatch Traffic Monitor Enterprise
aBTOMaTu3MpoBaHa W OKasblBaeT  MWHUMMArbHOE
NHMPACTPYKTYPY KOMNaHUW.

MopoepxuBaetca OBa pexuMma paboTbl CUCTEMbI — KOMUWM Tpaduka u
GrOKNPYHOLLNA.

Pexvm konunm Tpadwuka He okasbiBaeT BNWSHUS Ha Ou3Hec npouecchbl
opraHm3aumm 1 No3BoSIeTCs BbIMOMHUTL NepBOHaYanbHy Knaccugukaumio
MHpOPMaLMM U HACTPOWKY CUCTEMbI B COOTBETCTBUM C KOPMNOPaTUBHON
nonutukon 6esonacHoctu. B pexnme konuu Tpadwmka pelleHue nornyyaet
Tpadumk ot TAP nnn SPAN ycTponcTs.

Brnokupytowmn pexvm nossonseT npegoTspallaTb yTeuku nHdopmaumm. B
39TOM Cfy4yae cucTeMa nepexBaTbiBaeT peasnbHbli TpaduK COTPYAHUKOB
opraHusaumu, nony4as ero OT MpPOKCU-CEPBEPOB, MNOAAEPKMBAIOLLNX
npotokon ICAP, u oT KoprnopaTUBHOW MOYTOBOW CUCTEMbl. KOMMOHEHT
Infowatch TMG Plugin mncnonbayeTtcsa anga nHterpauum ¢ Microsoft Forefront
TMG.

Mogyne ana sawmtbl pabounx CTaHUU ycTaHaBnmMBaeTCcs Ha pabouve
CTaHUUM  COTPYAHUKOB C  MOMOLLbD CPEACTB  LeHTpann3oBaHHOMoO
ynpaBfieHnsi YCTaHOBKOW MMM C MOMOLLbD COBCTBEHHOrO MexaHu3ma
yoaneHHow ycTaHoBKM. B Hero BCTpoeHa 3awwrta OT AeuHcTannsauuw,
HaMepeHHOro BblBOA4A W3 CTPOS M ydaneHusi COo34aHHblIX TEHEBbIX KOMWN
AOKYMEHTOB.

B peweHmne BCTpPOEH MOoAyllb CaMOAMarHOCTUKMKU, KOTOprﬁ cneaunt 3a
COCTOAHMEM MHOXecCTBa napamMmeTpoB CUCTEMbl U B Cllydae npeBbllueHusA
00NyCTUMbIX 3Ha4yeHun onoseLLaeT O(bl/ILl,epOB ©e30nacHOCTU 1 BbIMOMHAET
OencTeus, HanpaBJieHHblEe Ha cTabunmnsaumo cocTosiHuS.

MOJTHOCTbIO
BnnaHne Ha

I'Ipovlssop,menbuocm n OTKa30yCTOI7I‘-II/IBOCTb

O6a komnoHeHTa pewenus - InfoWatch Device Monitor n InfoWatch Traffic
Monitor noaaepXmBalT CXeMy KracTtepu3auun, YTO MO3BONSET MOBLICUTb
MacLWTabupyemocTb N OTKa30yCTONYMBOCTb PELLEHUS.

MakcMManbHasi nponyckHasi CnocOOHOCTb MOAYNs 3awuTbl NepuMeTpa
KoprnopaTMBHOW CeTu B cxeme kKractepa coctasnsetr - 400 Mé6wur/c.
MakcMManbHasi nponyckHast CMnocobGHOCTb OAHOro  nredva  Knacrtepa
coctaenset 200 M6uT/c.

Mpoun3BoaUTENbLHOCTL MOAYNS 3alMTbl paboynx CTaHUU orpaHu4MBaeTcs
TONMbKO BO3MOXHOCTAMM annapaTHoro obecneyenusa. [pu yBenuyeHuu
KOnmn4yecTBa MONb30BaTENEN UMM MOBLILLEHMN WUHTEHCUBHOCTM UX paboTbl
AocTaToyHo Jo6aBUTb AONOMHUTENBHBIE CepBepa C NPOM3BOANTENBHOCTHIO,
NpONopLMOHanbHOM yBeNMYeHnto oopabaTbiBaeMoro noToka AaHHbIX.
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MHTerpaLI,VIOHHbIe

BO3MOXHOCTHU

[nsa Toro Yytobbl BCTpamBaHmne
CUCTEMbI B Pa3BUTYIO
MHPacTPYKTypy
NPONCXOANIIO0 MaKCUMarbHO
adppekTmeHo InfoWatch Traffic
Monitor Enterprise npegnaraet
COBMECTHbIE PELLUEHUS C
Npon3BOAMTENSAMU APYTUX
NporpamMmmHbIX NPOAYKTOB:

Mpokcu-cepBepa c
noaaepKKoW NpoToKona
ICAP

CoBMeCTHOE peLueHue ¢
Aladdin eSafe, BlueCoat
ProxySG, Squid, Cisco
IronPort S-Series ans
nepexsata HTTPS-Tpadduka.

Cucrembl
OOKyMeHToo6opoTa
WuTerpauusa ¢ Oracle IRM gns
«3ane4yartblBaHUNA»
KOHnaeHumanbHom
MHdOopMaLn.

Cucrembl 3aWmThbl paboumnx
CTaHUUMn

WuTerpauus ¢ Device Lock u
Lumension Device Conrol ans
KITMEHTOB, KOTOPbIE YXKEe
MCMOSb3YIOT 3TN PELLEHUS.

Cucrtembl o6MeHa
CcoOo0LeHNAMMN

UHTerpauua ¢ Microsoft Lync
Server 2010 — cpeacTeom
KOMMYHWKaLuW, nepegaydv
COOOLLEHWI, OKYMEHTOB,
ayaovo U BUOEO 3BOHKOB.
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PelwweHunsa gns pasnuyHbIX oTpacnen 3KOHOMUKHU

Cneunduka OesaTenbHOCTM opraHu3aumm onpenensieT, Kakas UMeHHO nHdopmauusa noanexut sawmute. Hanpumep,
Onst  (OUHAHCOBLIX OpraHM3auuri HauvbomnbLUMM MHTEpPeC WMeeT 3awmTa  nnaTexHon WHdopmauuu, ans
KOHCTPYKTOPCKOro 6l0p0o OnacHOCTb MpeacTaBnseT yTeyka 4YepTexen NPOEKTUPyeMbIX OOBLEKTOB, AN KOMMaHUK
HedTerasoBon oTpacnn — KoopavHaT MecTopoXaeHun. YUTobbl 3awmta 6bina adppeKTUBHOM, TEXHOMNOMMN aHanusa
NHGOPMaLUM LOMKHbI YyYUTbIBATbL cneunduky gesitenbHocTU opraHusaumn. Infowatch Traffic Monitor Enterprise
npeaocTaBnseT pasHble Habopbl npaBun o06paboTkn MHOpMauMM Ons  pasNU4YHbIX OTpacreri 3KOHOMMKMU.
CneumanunanpoBaHHble Bbasbl KOHTEHTHOW UbTPaUNN, NepapXMYECKUe CMPaBOYHWUKMA KaTEropun, Ha OCHOBaHUU
KOTOPbIX BbINOMHAETCA IMHIBUCTUYECKUIA aHanu3, pa3paboTaHbl 4ns cregylowmx oTpacnen:

%= duHaHcoBas (6aHKu, (MHaAHCOBbIE OpraHn3aLmn)
4 Hedprerasosas

a Tenekom

<= CTpaxoBaHune

< PaspaboTka nporpaMMHoOro obecneyeHust
Yrto paet InfoWatch Traffic Monitor Enterprise 6usHecy?

< [MonHbIN KOHTPONb Hag obpalleHeM KOpnopaTUBHOM MHGOPMaL UK.

<« [NpepoTBpalleHne (bMHAHCOBbLIX UK PEMYTALNOHHbBIX NOTEPb, CBA3AHHbIX C YTEYKOM MHGOpMaLK.
4 YBEpeHHOCTb B TOM, YTO LieHHasa nHdopmaLms He "yTekaeT Hapyxy".

< CooTBeTcTBME TPpeboBaHMAM 3aKkoHOAATENbCTBA.

< YnpaBneHue puckaMmuy, CBA3aHHbIMU C YTEYKOWN OAHHbIX.

4 MOHUTOPUHT AEATENBbHOCTU COTPYLAHMKOB.

<4 OByyeHue coTpyaHukoB B obnactu Vb, ynydweHne kopnopaTtuBHOM KynbTypbl.

PeweHus InfoWatch yxe ncnone3sytot 6onee 150 kpynHenwmx komnaHmn Poccun n3 pasnmyHbIX oTpacnen
9KOHOMWKU, B TOM yucre 6aHku, KpynHemnwme TenekoMMyHUKaLMoHHbIe onepaTopsbl, KOMAaHny HedpTerazosomn

oTpacnu:
HE®TEFA3OBAR OTPACNE : NPOM3BOACTBO . TENEHOMMYHHKALMM
9 G S »
Q TVEL Jiykoun ( ) SUKHOI -~ m
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NMo4yemy umeHHo InfoWatch Traffic Monitor Enterprise?

ABTOMaTMyeckas knaccudukauusa nepegaBaemon nHdopmauymm. Cpasy nocne yCTaHOBKN peLLeHUs, BCs

nepegaBsaemas MHpopmMauus Ha4YMHaeT NoaBepraTbCs aBToMaTUYecKomn knaccudmkaumm. Het HeobxogumocTu
CHUMaTb UM poBbIE OTNEYaTKU NNy BbINOMHATL Apyrue TpygoeMkue genctens. OTpacnesble basbl KOHTEHTHOM
unbTpaumMm NO3BONATbL MPOBECTU TOYHYIO KNaccuguKaLmio ¢ y4eToM cneumdukmn AeaTenbHOCTU opraHmM3aumnm.

To4yHoe AeTeKTUpoBaHUe KOHUAeHUMaNbHbIX AaHHbIX. COBMECTHOE MCMOMb30BaHNE HECKOMbKUX
TEXHOJIOrMM KOHTEHTHOIO aHanmn3a nNo3BonaeT 3PEKTUBHO UCMOMb30BaTb JOCTOUHCTBA KaXXaon U3 HUX 1
3amLLaTh MHpopMaLUMo B TEYEHME BCEMO XU3HEHHOMO LKA,

NUpeHTudumkauma coTpyaHMKoB-HapywuTenen. Jlloboe 3adukcupoBaHHoe cobbiTne OyaeT NpmMBsS3aHoO K
KapToudke OTnpaBuTENs 1 NofnyvaTens AaHHbIX BHE 3aBUCUMOCTM OT KaHana nepegadn gaHHbiX. OT0
pocTturaetca bnarogaps cucteme EguHon ngeHtndmrkauumn, cuHxpoHusauum ¢ Microsoft Active Directory n
aBTOMaTUYECKOMY MOMOJTHEHWNIO KAPTOYEK KOHTAKTHOM MHdOpMaLMeEN.

LleHTpanusoBaHHbIM apxuB. CoxpaHeHne BCcel MHpopMaLnm B apxvBe MO3BONSET OTCNeanTb MapLUpyThl
ABWMKEHUA I/IH(*)OpMaLI,VII/I, Cnydaun HeueneBoro ncnosib3oBaHuA KoOpnopaTnuBHbIX peCypcoB, U NpeactaBsnaeT
cobol HagexHyo AokasaTenbHyo 6a3y Ansa paccrnegoBaHus MHLUMAOEHTOB, MOMCKA yTedeK KOH(PMAEHLMaNbHON
MHopMaLunn.

Fpachnyeckas cuctema oT4eTHOCTU. [103BONAET HArNAOHO OLIEHKN YPOBEHb COOTBETCTBMUS OpraHm3aLmum
nonuTkaM MHMOPMaLMOHHOK 6e30nacHOCTN, MOCTPOUTb rpaduyeckoe npeacTaBleHne KOHTEHTHbIX
MapLUpPYTOB.

MopaynbHoCTb U rMGKasi cxema MHTerpauum B IT-uHpacTpykTypy. PasHoo6pasHble CXeMbl BHEAPEHUS U
COBMECTHbIE pELLEHUsI C OPYrMMU MPOM3BOAUTENSMM NPOrpamMMHOro obecneveHns no3BonsitoT rmbko
WHTErpupoBaTh peLLeHre B CYLLECTBYIOLLYI0 MHPACTPYKTYPY opraHusaunv. MogynbHoe pelueHve no3sonsieT
noaTanHo pacwmpaTb PYHKLMOHANBHOCTL 6€3 HEO06X0AUMOCTU NepeyCcTaHOBKN CUCTEMBI.

Bbicokasi Npou3BOAUTENBLHOCTb U OTKa30yCTONUYMBOCTb. PellieHe paccunTaHo Ha KpyrHble opraHM3aummn ¢
pacnpefeneHHor CTpykTypon W GonmbwyMyM obbemMaMu aHanusmpyemoro Tpadumka, WMEeT CpeacTea
KnacTepusaunm n 6anaHCMpPOBKM Harpysku.

KoHTponb HeobxoaMMbIX KaHanoB nepeaayvu AaHHbIX. KOMOVHMpOBaHHOE pelleHue ANns 3aluTbl
nepumMmeTpa ceTu U paboynx CTaHLMiA NO3BONSAET KOHTPONMPOBaTb BCe HEOOXOAUMbIE KaHarmnbl nepeaayn
AaHHbIX 6€3 N3NULWHEeN AONONHUTENbHOW Harpy3ku Ha y3rbl CEeTU.

JNInuensunpoBanue InfoWatch Traffic Monitor Enterprise

<4 Infowatch Traffic Monitor Forensic Storage
<4 Linguistic Analysis with InfoWatch Traffic Monitor Forensic

LleHTpanu3oBaHHOe Storage
apxuBupoBaHue < Fingerprints with InfoWatch Traffic Monitor Forensic Storage
<« Templates Analyser with Infowatch Traffic Monitor Forensic

Storage

InfoWatch Traffic Monitor for Web
InfoWatch Traffic Monitor for HTTPS
InfoWatch Traffic Monitor for Mail

InfoWatch Traffic Monitor for IM

3awmTa nepumeTpa ceTu

InfoWatch Device Monitor
InfoWatch Device Lock Adapter

FINEEE

3awmTa paboumx ctaHuUn
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CuctemHble TpeboBaHusA

3awuTta nepumeTpa cetn
InfoWatch Traffic Monitor

3awmTa paboumnx ctaHuUMn
InfoWatch Device Monitor

Device Monitor Server

Device Monitor Client

LIeHTpanusoBaHHoe
apxuBupoBaHue

InfoWatch Traffic Monitor
Forensic Storage

KoHconb ynpaBneHus

O komnaHum InfoWatch

AnnapaTHoe ob6ecne4vyeHune

oo

Cepaep: HP DL360 G7

CPU: Intel Xeon x86 3GHz, 2 CPU
c 4 agpamu

RAM 8 GB

HD 2 x 300GB SAS 10K, RAID 0
CPU: CPU: Intel Xeon x86 3GHz
RAM 4 GB

HD 300GB

CPU: Intel Pentium 4 2GHz nnu
BblLLE

RAM 512 MB

Server: HP DL360 G7

CPU: Intel Xeon x86 3GHz, 2 CPU
c 4 agpamu

RAM 16 GB

RAID level 1 nnu Bbiwe (400GB)
CPU: Pentium 4, 3GHz

RAM: 1 GB

MporpammHoe obecneyeHune

Red Hat Enterprise Linux Server
R6 x64
MCBCdepa 6.4 CepBep

Windows Server 2003 Service
Pack 2 , Windows Server 2008 R2
Oracle, MS SQL Server,
PostgreSQL, MS SQL Express
.NET Framework 3.0

Microsoft Windows 2000
Professional SP 4 (orpaHu4eHHas
noaaepka)

Windows XP SP3, Windows Vista,
Windows 7, Windows 8

Oracle RDBMS 11gR2
(11.2.0.3.X) (BXxOQMT B KOMMMEKT
NnocTaBKu U He TpebyeT
[OMNOJTHUTENBHOrO
NMLEH3MPOBaHUS)

Microsoft Windows XP SP3,
Microsoft Windows 7

Microsoft Windows 8

"pynna komnanun InfoWatch o6beanHaeT HeckonbKO opraHusaLmn, KoTopble pa3pabaTbiBaloT KOMMMEKCHbIE
peLLeHus B 06nactn nHgdopmaLoHHOW 6e30nacHOCTY, 3almnTbl KOPNOPaATUBHOM MHAOPMALIMK Ha OCHOBE
COBCTBEHHbIX TEXHOMNOMMIN NIMHIBUCTUYECKOrO aHanusa, a Takke MHCTPYMEHTbI AN ynpasneHns 6usHec-
puckamn — InfoWatch, Kribrum, EgoSecure, Appercut.

Moptdbens npoayktos K InfoWatch BkntovaeT pelueHnsa ansa KpynHbIX KOPNopaTUBHBIX 3aKa34vMKOB:
dnarmaHckui NpoaykT no 3awmTte ot yTedek InfoWatch Traffic Monitor Enterprise, TexHonorum wndpposaHus
CryptoStorage SDK, 06nayHbIi CEpBUC MOHUTOPUWHIa Bbicka3biBaHMi B MIHTepHeTe — InfoWatch KRIBRUM,
CepBUC ANsi aBTOMATU3NPOBAHHOIO aHanu3a koga ousHec-npunoxenun InfoWatch Appercut Code Scanner. A
TaKke peLleHnsa ans manoro u cpegHero 6usHeca: 3awmTta ot yteyek — InfoWatch Traffic Monitor Standard n
cucTtema ans 3awmtbl padoumnx ctaHumn Infowatch EndPoint Security.

Heckonbko gakToB 0 KOMNaHWUN:

.
e

OcHoBaHa «J1abopatopuen Kacnepckoro» B 2003 roay.
Asnsaertca nugepom poccuiickoro DLP-pbiHka, 6onee 50% pbiHka Poccun n ctpad CHI.

MmeeT napTHepckyto ceTb B Poccun, CHIT n ganbHem 3apy6exbe.

AKTMBHO pa3BUBaET TEXHOMOMMYECKME NapTHEPCTBA C APYTMMU NPOU3BOOUTENAMMU NPOOYKTOB MO

MHbopMaLMoHHON 6e30MacHOCTH.

MpeumyulecTBa TexHuyeckon nogaepxku InfoWatch:

S
noaaepxKy.

Ha cante InfoWatch.

www.infowatch.ru

+7 (495) 22 900 22

© 2013, InfoWatch

BblgeneHHasi komaHda pa3paboTymMKoB, KOTOpasi ornepaTuBHO paboTaeT ¢ 0bpalleHVsIMU B TEXHUYECKYIO

Bbasa 3HaHui, B KOTOPOW COAEPKMUTCS BCA Heobxoammas OKYMEHTauusa U UHCTPYKLMK.
Y4YéT noxenaHum KNMeHToB, npu opmMmpoBaHum TpeboBaHUI K yryyLleHWo NPOaYKTOB.
Heckonbko kaHanoB KOMMYHWKaLMK: BblAeneHHasa TenegoHHas NuUHUSA, aNeKTpoHHasa noyta, web-dgopma



