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KomMnnekcHasa cucrema
InfoWatch ARMA

InfoWatch ARMA —

ARMA@ OTeYeCcTBEHHAA CUCTEMA
ansa obecnevyeHusa
KnbepbezonacHoctn ACY TrI1

3almiaeT KpUTMYeCcKyo MHPOPMaLMOHHYO

NHPACTPYKTYPY OT Yrpo3, KOTOPble BO3HUKAIOT
npu cMewweHun IT- n OT-KOHTYPOB, N NCXOQAT Kak
OT BHYTPEHHMX, TaK U OT BHELLHUX HapyLUUTENeNn.

Pewaet 3apgauu:

® bBnokupoBKa aTak Ha CETEBOM YPOBHE U YPOBHE
KOHEYHbIX CTaH Lyl -
-

Co3pgaHune 3aMKHYTO 6e30nacHoi cpeabl
CHWXeHne pecypcoB Ha MOHUTOPUHI
3awmTa ot TapretmpoBaHHbIX (APT) atak

MNozBonsaet BbINOHUTL A0 90% TEXHUYECKUX Mep
DCTIK Poccum (Mpukas N°239).

CocTtaB cucremsl
InfoWatch ARMA

InfoWatch ARMA Management Console

EOnHbIN LeHTp ynpaBieHna CUCTEMOM 3aLnTbl
InfoWatch ARMA 1 pearmpoBaHus Ha MHUMAEHTbI

InfoWatch ARMA Industrial Endpoint

CpeacTBO 3aLUmThl paboynx cTaHumii n cepeepoB ACY TT1

InfoWatch ARMA Industrial Firewall

[MpOMBILLIIEHHBI MEXCETEBOWN 3KPaH HOBOIO NMOKO/IEHNS
(NGFW)

O Bbl MOXeETE NPMOOPECTN BCIO CUCTEMY MW OTAENbHbLIA NPOAYKT B 3aBUCUMOCTM OT TeX 3a4ay, KOTopble
CTOAT Nepea BaMu MMEHHO ceyac. He nepennayvBaiTe 3a 7O, YeM He cobunpaeTech Nob30BaTbCA.
[% Bce komnoHeHThl InfoWatch ARMA nHTerprpoBaHbl Mexay coO01, MO3TOMY CUCTEMA NErko
O MacLuTabunpyeTcs, Korga aTo HeoO6XoANMO.
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TepMUHbI
U COKpaLLueHuns

SACM

nno
COEB
ocC
C3notTHCA
IDM
M3
DLP
CK3u
MAas
cKkya
CcOB
crnB
COA

SIEM

Backup / recovery
KWUTCO

Honeypot

MDM

VPN

aun

Service Asset and Configuration Management: npouecc, OTBETCTBEHHbIV 3@ ynpaBaeHme
KOHMrypaumsamm 1 ynpaBneHmne aktmamm

MpuknagHoe MO

Cuctema ob6ecneyeHnsa eaMHOro BpeMeHu
OnepaunoHHaa cuctema (ceptuprumpoBaHHag)
CpefacTBa 3awWmnTbl MHPOPMaLUny OT HECAHKLMOHMPOBAHHOIO AOCTYNa
CucTema ynpaBneHms 4OCTynoM

MexceTeBoW aKpaH

CucTema 3amnTbl MHhOPMaLIMK OT YTeUKN

Cnctema Kpuntorpauyeckor 3aunTbl HopmaLmm
Moaynb LOBEPEHHOW 3arpy3Ku

Cuctema KOHTPONA 1 ynpasBaeHa 4OCTYNOM
Cuctema o6HapyXeHna BTOPXKEHWA

Cuctema NpefoTBpaLLeHnsd BTOPXEHWN

Cucrtema o6HapyXeHnsa atak

Security information and event management: cuctema ynpasneHusa MHhopMaLnoHHON
0e30MacHOCTbLIO 1 COObLITUAMM 6€30MacHOCTH

PesepBHOE KOMMpOBaHMe 1 BOCCTaHOBNEHNE AaHHbIX

KOMMNEKC MHXEHEPHO-TEXHUYECKNX CPEeACTB OXPaHbl
Pecypc-npuMaHka AN 3/10YMbILLNEHHUKOB

Mobile device management: ynpaBieHne MOOUIbHbIMK YCTPONCTBAMM
BupTyanbHas YacTHas ceTb

DNEeKTPOHHO-UNgpoBagd Nnoan1ch



Kareropuu HeM BO3SMOXHO obecrneyveHne Mepbl

O603HaueHne KNI,
1 HOMEp OnucaHne mepsbl 019 KOTOPOW MpoaykTel INfoWatch ARMA
mMepbl mMepa

obdA3aTesibHa OpraHusaunoHHaa Mepa Knacc texHnyeckoro peLueHms

I. UpeHTndmkauma un ayteHtucpumkaumnsa (MAD)

Pa3paboTtka NoAnTUKU MAEHTUMMKaLKK

NA®D.0
N ayTeHTnduKaumm

1 2 3 OpraHu3aunoHHaa Mepa — —

MaoeHTudpurkaumns n aytTeHTndumkaumna OC, IdM/ C3M ot HC/1 /

NADA nonb3oBaTtenen n MHUUMMPyeMmblx 1 2 3 — InfoWatch ARMA Industrial Firewall
cucTeMa MOHUTOPUHra
MMU NPOLLECCOB

g OC, IdM/C3N ot HCA / -
NAD.2 MoeHTnhnkaumsa n ayTeHTnhnkaums yCTponcTs 1 2 3 — TR [ SRR D InfoWatch ARMA Industrial Firewall

NAD.3 YnpaBnenve nageHtndrkatopamm 1 2 3 — O CLACE I X G 1Y/ InfoWatch ARMA Industrial Firewall
cucTeMa MOHUTOpUHra / M2

NAD.4 YnpaBneHue cpeactBamu ayTeHTuhnKaumm 1 2 3 — O LR X G Y/ InfoWatch ARMA Industrial Firewall
cucTeMa MOHUTOPUHTa

MoeHTnnkaumsa n ayTeHTnhnKaums BHeLWHUX OC, IdM/C3N ot HCA /

NAD.5 _ 1 2 3 — InfoWatch ARMA Industrial Firewall
nonb3oBarenei cuctema MoHuUTopuHra / M2
OC, IdM/C3N ot HCA /
NAD.6 [1ByCTOPOHHAA ayTeHTUDMKaLMS — CHCTEMA MOHUTOPUHIA —
NAD.7 3alunTa ayTeHTUHOUKALMOHHOM MHMOPMaLIMK 1 5 3 - OC, IdM/C3N ot HCA / InfoWatch ARMA Industrial Firewall
npv nepegadye cMcTemMa MOHUTOPWHIa

Il. YnpaBneHue goctynowm (YTI14)




yrna.o

ynaa

yna.2

yna.3

yna.4

yna.s

yrna.e

yna.7

yrna.s

yrna.o

yna.ao

ynan

Pa3paboTtka NoAnTUKM ynpaBieHna 4OCTYNOM

YnpaBneHue y4YETHbIMM 3anncamm
nosib3oBaTesnen

Peanunsauva nonuTyK ynpaeneHvs 4ocTyna

[loBepeHHas 3arpyska

PaspgeneHue nonHOMOuYUiA (poneii)
nosb3oBartesien

HasHaueHne MMHUManbHO HEOOXOAVMbIX MPaB
N NpuBUNerui

OrpaHunyeHne HeycrneLlHbIX NMOoMbITOK A0CTyrna
B MH(OPMaLMOHHYIO (@aBTOMaTU3MPOBaHHY!O)
cuctemy

MpeaynpexaeHve nonb3oBaTtens npu ero
[OCTyne K MHOPMaUMOHHBLIM pecypcam

OnoBelleHne Nonb3oBaTens Npu ycrewHoMm
BXofe npeablaylem 4oCTyne K MHPOPMaLMOoH-
HOM (aBTOMAaTU3MPOBAHHOM) cucTemMe

OrpaHmueHme Ymcna napansiefibHbiX CeaHCoB
aocTtyna

BnokunpoBaHmne ceaHca [OCTyMNa Nosib30BaTess
NPy HEeaKTUBHOCTH

YnpaBneHue oericTBUAMM Nosb30BaTesnein
00 VASHTU(MKALMN 1 ayTeHTUdMKALMN

OpraHusaunoHHaa Mepa

OC, ldM/C3n or HCA/
CMCTEMA MOHWUTOPUHIA

OC, IdM/C3N ot HCA /
cuctema MoHUTOpMHra / M3

CpeqacTa AOBEPEHHON 3arpy3Ku

OC, IdM/C3N ot HCA /
cuctema MoHUTOpMHra / M3

OC, IdM/C3N ot HCA /
cuctema MoHUTOpMHra / M3

OC, ldM/C3n ot HCA /
CMCTEMA MOHWUTOPUHTA

OC, ldM/C3n ot HCA/
cMCcTEMa MOHWUTOPUHTA

OC, ldM/C3n ot HCA/
CcMCTEMA MOHWUTOPUHTA

OC, IdM/C3N ot HCA /
cucTeMa MOHUTOpPUHIa / M2

LLtatHble cpeacTBa ACY /
OC, IdM/C3N ot HCA /
cucteMa MoHuTopuHra / M3

OC, IdM/C3N ot HCA /
cucTeMa MOHUTOpPUHIa / M2

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall



yrnaa2

ynaa3

ynaaa

YnpaBneHve atpubytamm 6€30nacHOCTU — OC, IdM/ C3N ot HCA —

Peanvsauus 3allWLLEHHOrO yaa EHHOro

1 2 3 — M3/ CK3U InfoWatch ARMA Industrial Firewall
poctyna
KOHTpOMb 4OCTYNa N3 BHELUHMUX
NHPOPMALIMOHHbBIX (@BTOMATU3UPOBAHHbIX) 1 2 3 — M3 InfoWatch ARMA Industrial Firewall

cncTem

oric.o

orica

oric.2

oric.3

Pa3paboTka NonTUKM OrpaHnyeHns

V 1 2 OpraHu3aunoHHasa Mmepa — —
nporpaMmHoii cpefbl

YnpaBneHue 3anyckom
1 — (obpaleHnamMmn) KOMNOHEHTOB InfoWatch ARMA Industrial Endpoint
NPOrpaMMHOro obecneyeHms

YnpaBneHue 3anyckom (06paLleHnsmm)
KOMMOHEHTOB NPOrpPamMMHOro o6ecneyeHns

YnpaBneHue 3anyckom
1 2 — (obpaleHnammn) KOMNOHEHTOB InfoWatch ARMA Industrial Endpoint
NPOrpaMMHOro obecneyeHms

YnpaBneHue yCTaHOBKOW (MHCTanNaumnen)
KOMMOHEHTOB NMporpaMmMHOro o6ecneyeHuns

YnpaBneHne BpeMeHHbIMK hainamm — C3nMHCA —

IV. 3awunrta MawmnHHbIX Hocutenen nHcdopmauum (3HN)

3HW.0

3HWA

3HWN.2

Pa3spaboTtka NOANTUKY 3aLLUNTbI MaLLMHHbBIX

HOCHTENEI MHbOPMALMM 1 2 3 OpraHv3aunoHHasa mepa — -
YYET MalLMHHbIX HOCUTENer MHpopmMaLunn 1 2 3 — C3nMHCA —
YnpaBnexve pusnyecknm JOCTYNoM 1 5 3 o C3nHCA _

K MalWMHHBIM HOCUTETAM I/lHdZ)OpMaLI,l/Il/l



KOHTpO/b NepeMeLlennst MallMHHbIX
3HWN.3 HocuTener nHpopmaumm 3a npeaens OpraHu3aunoHHasa mepa C3HCA/ CK3U —
KOHTPO/IMPYEMOW 30HbI

ckntouyeHne BO3MOXHOCTH
3HWN.4 HECaHKLMOHNPOBAHHOIO YTEHUA MHDOPpMaLIMn — C3HCO / CK3U —
Ha MalUMHHbIX HOCUTENAX MHOPMaLMK

KOHTpOb MCNonb30BaHsa MHTepencos
3HWU.5 BBOAa (BbIBOAA) MHPOPMaLMMN HA MALUMHHbIE 1 2 3 — C3VHCA/ CK3M InfoWatch ARMA Industrial Endpoint
HOCUTENN MHopMaLNN

KoHTposnb BBOAA (BBIBOAA) MHG OpMaLMM

3HWN.6 1 — C3HCO / CK3U InfoWatch ARMA Industrial Endpoint
Ha MaLUVHHble HoCUTeNnu nHopMaLmn

3HW.7 KOHTPONL NOAKNIOHEHNA MaLMHHBIX HOCATeNeM 5 5 - C3WHCL / CK3M InfoWatch ARMA Industrial Endpoint
NHpopmaumm

3HU.S YHNYTOXEHME (CTUpaHne) MHopMaumm 1 5 3 OpraHusalioHHas Mepa - o

Ha MaLWWNHHbIX HOCUTENAX I/IHq)OpMaLLVIVI

V. Ayant 6e3onacHocTu (AY/)

AYA.0 Pa3paboTka NoANTUKK ayamTa 6€30MaCHOCTH 1 2 3 OpraHu3aunoHHasa Mepa — —

AyaAa VIHBEHTapu3auna MHdopMaLMOHHbBIX PECYPCOB 1 2 3 — C3MHCA/ M9{ InfoWatch ARMA Industrial Firewall
CKaHep 3alWLLEHHOCTH

AYA.2 AHaNN3 ya3BMMOCTEN N UX YCTPAHEHNE 1 2 3 — cav HCLl/M9{ —
CcKaHep 3alWLLEHHOCTH

FeHeprpoBaHe BpeMEHHbIX METOK

AYA.3
W (MNM) CUHXPOHM3aLUMS CUCTEMHOMO BpeMeH!

1 2 3 — Cuctema eaMHOro BpEMEHN —

AYA.4 Pernctpaums cobbitnin 6€30nacHOCTH 1 2 3 — M3/ COB / aHtusupyc / C3MHCA InfoWatch ARMA Industrial Firewall



AYL0.5

AY[.6

AyLn.7

Aya.8

AYa.9

Aya.10

AyON

AB3.0

AB3.1

AB3.2

AB3.3

KOHTpOnb 1 aHanms ceteBoro tpadurka

3awmnTa nHopmaumm 0 CoObITUAX
6e30MacHOCTMH

MOHUTOPUHI 6€30MacHOCTM

PearvpoBaHue Ha c6ou Npu perucrTpaumm
COObITUI 6€30MacHOCTH

AHann3 gencTBuii Nonb3oBaTenen

MpoBeaeHve BHYTPEHHUX ayanTOB

MpoBeaeHne BHELLHNX ayanToB

PernameHTaumns npaBua v npoueayp
aHTUBUPYCHOM 3almThl

Peannsaunsa aHTMBUPYCHOM 3aLUMThI

AHTUBMPYCHAsA 3aLuMTa 3/1EKTPOHHOM MOYTHI
M UHbIX CEPBUCOB

KOHTPO/b MCMNOMb30BaHNSA apXUBHbIX,
NCMONHAEMbIX W 3aLLNPPOBAHHbBIX (PaiIoB

2 3
2 3
2 3
2 3

OpraHusaunoHHaa Mepa

OpraHu3aunoHHaa Mepa

OpraHu3aunoHHaa Mepa

OpraHu3aunoHHaa Mepa

OpraHu3aunmoHHaa Mepa

M3/ COB

Peanunsyetca BHyTpn C3U

Peanunsyetca BHyTpn C3U

M3/ COB /anTtnBupyc / C3V HC

VI. AHTnBMpYycHas sawmuta (AB3)

2 3
2 3
2 3

OpraHusaunoHHasa Mepa

AHTNBMPYC

AHTUBMPYC

AHTUBUPYC

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall




AB3.4

AB3.5

COB.O

COB1

COB.2

oLuJ1.0

ou1

OoLJ1.2

oLu1.3

oLuJ1.4

OG6HoBeHWEe 6a3bl AaHHbIX MPU3HAKOB
BPEAOHOCHbBIX KOMMbIOTEPHbBIX MPOrpaMm
(BMpycoB)

Vicnonb3oBaHve cpeacTB aHTUBUPYCHOW
3alWTbl Pa3/IMYHbIX NpoM3BOANTENE

Pa3paboTtka NnonTuKky NpeaoTBPaLLeHNs
BTOPXXEHWNI (KOMMNbIOTEPHbIX aTak)

OGHapy>xeHve 1 npefoTBpalleHve
KOMMbIOTEPHbIX aTak

O6HoBMNeHWe 6a3bl pelatoLmx NnpaBun

Pa3spaboTtka nonntruku obecneyeHmns
LeIOCTHOCTM

KOHTpO/b LLENOCTHOCTM NPOrPaMMHOro
obecneyeHns

KOHTpO/b LenocTHOCTU HopMaLmm

OrpaHuyeH1sa no BBoay MHopMaLmnm
B MH(DOPMALIMOHHYIO (aBTOMATU3MPOBaHHY!O)
cuctemy

KOHTPO/b AaHHbIX, BBOAMbIX
B MH(OPMALIMOHHYIO (ABTOMATU3MPOBaHHY!O)
cuctemy

OpraHu3aunoHHaa Mepa

AHTNBMPYC

AHTNBMPYC

COB

COB

VIIl. O6ecneuyeHune uenoctHoctu (OLLJT)

2 3
2 3
2

OpraHu3aunoHHasa Mepa

AHTnBMpyCc / C3NHCA

AHtnBMpyc / C3NHCA

AHTMBUpYC / C3N HCA

AHTMBUpYyC / C3N HCA

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Endpoint

InfoWatch ARMA Industrial Endpoint

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall



OoLuJ1.5

oLuJ1.6

OAT.0

oAaTA

OAT.2

OoAT.3

OAT.4

OAT.5

OAT.6

oAaT.7

OAT.8

KOHTpO/b OWNOOYHbIX AENCTBUIA MO BBOAY
n (MNn) Nnepegave MHopMauun 1 npeaynpe-
XOEeHVe nonb3oBaTtenei 06 aTNX AencTBUAX

Ob6esnnumnBanue u (Mnun) genaeHTurkaums
nHpopmaymm

Pa3paboTtka nonntuku obecneyeHmns
OOCTYMHOCTU

Vicnonb3oBaHve 0TKa30yCTORUMBbIX
TEXHNYECKNX CPEeaCTB

PesepBupoBaHue CPeACTB 1 CUCTEM

KOHTpOb 6€30TKa3HOro PyHKLMOHMPOBAHNA
CpPeacTB 1 cUcTem

PesepBHOe kKonMpoBaHue nHpopmau

Ob6ecneyeHne BO3SMOXHOCTN BOCCTAHOB/EHMS
NHopmau

O6ecneyeHre BO3MOXHOCTV BOCCTAHOBNEHUA
nporpaMMHOro o6ecrneyeHus Npu HelTaTHbIX
cUTYyaumnsax

Knactepunsauuns nHpopmauMoHHOM
(@aBTOMaTU3MPOBAHHOW) CUCTEMbI

KOHTpOﬂb npenocrtaBnAeMbIX BbIYHNCINTETbHBbIX
pecypCcoB 1 KaHanoB CBA3M

AHtnBuMpyc / C3NHCA

AHtnBMpyc / C3NHCA

IX. O6ecneyeHune gocrtynHoctu (OAT)

2 3
2
2
2
2 3
2 3
2 3
2 3

OpraHu3aunoHHaa Mepa

OpraHu13almnoHHas mepa

Cuctembl pe3epBrpoBaHng

Cucrtembl pe3epBrpoBaHng

Cucrtembl pe3epBrpoBaHng

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall



X. 3awumTa TexHnyeckunx cpeacts n cuctem (3TC)

Pa3paboTka NONTUKM 3aLLUNTbI TEXHNYECKINX

3TC.0 1 2 3 OpraHusaunoHHaa Mepa — —
CpPeacTB U cucTem
3aLwmTa nHpopMaLnmn OT yTeYku

3TCA1 - opmay Y OpraHu3aunoHHaa Mepa — —
N0 TEXHWYECKUM KaHanam

3TC.2 OpraHusaumnsa KOHTPOMPYEMOR 30HbI 1 2 3 OpraHu3aunoHHaa Mepa — —

3TC.3 YnpaBnenve guanyecknm 4OCTynom 1 2 3 OpraHu3aunoHHasa Mepa — —

Pa3mMellleHne yCTPOICTB BbIBOAA
3TC.4 (oTo6pakeHus) MHopMaLummn, MCKaYatoLee 1 2 3 OpraHu3aunoHHasa Mepa — —
€& HecaHKLMOHMPOBaHHbIA MPOCMOTP

3TC.5 3almTa OT BHEWHUX BO3AENCTBUIA 1 2 3 OpraHu3aunoHHaa Mepa — —

MapknpoBaHm1e annapaTHbIX KOMNOHEHTOB
3TC.6 CUCTEMbI OTHOCUTETbHO pa3peLleHHo OpraHu3aunoHHasa Mepa — —
K 00paboTKe MHopMaLmn

XI. 3awmTa MHhpopMaLMOHHOM (aBTOMATU3NPOBAHHOM) CUCTEMbI U €€ KOMNOHeHTOoB (3UC)

Pa3paboTka NonTUKM 3aLLUnThI
31C.0 NHPOPMAaLMOHHOM (aBTOMaTU3MPOBAHHOW) 1 2 3 OpraHu3aunoHHasa Mepa — —
CUCTEMBI 1 €€ KOMMOHEHTOB

PaspeneHue yHKUMA NO ynpaBneHuno (@amn-
31NCA1 HUCTPUPOBaHMIO) MH(DOPMALIMOHHOM (@BTOMATK- 1 2 3 OpraHu3aunoHHasa Mepa — —
3UPOBAHHOM) CUCTEMOW C NHBIMW PYHKLINAMM

3aumTa nepuMeTpa MHMOPMaLMOHHO

31C.2 .
(aBTOMaTU3MPOBAHHOW) CUCTEMBI

1 2 3 — M2 InfoWatch ARMA Industrial Firewall



3UC.3

3nc4

3UC.5

3UC.6

3UcC.7

3UC.8

3UC.9

3UncC.10

3nC.1

3UC.12

3UC.13

3UC.14

DlWenoHMpoBaHHas 3aLmnTa MHMOPMaLMOHHOM
(@aBTOMaTU3MPOBAHHOW) CUCTEMBI

CermeHTpoBaHne MHPOPMaLNOHHOM
(@aBTOMaTU3MPOBAHHOW) CUCTEMBI

OpraHusaunsa AeMmanTapnm3oBaHHON 30HbI 1 2

YnpaBneHuve ceteBbiMM NOTOKAMM 1 2

Vcnonb3oBaHve amMynaTopa cpefsbl
PYHKUMOHNPOBAHWSA MPOrPaMMHOrO
obecneyeHns («necoyHmnLa)

CoKpbITUE apXUTEKTYPbI 1 KOH(UIypaLum
NHPOPMALMOHHO (aBTOMaTU3MPOBaHHOM) 1 2
cucTemsl

CoszfaHune retTeporeHHow cpeabl

Vlcnonb3oBaHre NporpaMmmHOro obecneyeHums,
PYHKLMOHMPYIOLLEro B Cpeaax PasnyHbIxX
onepaunoHHbIX CUCTEM

MpepoTBpallleHne 3a4epXKu Uan npepbiBaHUs
MPOLLECCOB C BbICOKUM MPUOPUTETOM
CO CTOPOHbI MPOLECCOB C HNU3KKM NMPUOPUTETOM

130n9UmMs NpoLEeCCOB (BbIMO/THEHWE NPOrpamm)

B Bblie/1IEHHOM 06/1aCTV MaMATh

3alinTa HeEn3MeHseMbIX AaHHbIX 1 2

Vlcnonb3oBaHme HenepesanucbiBaeMblx
MaLLUMHHbBIX HOCUTENEN I/IHCbOpMaLJ,Vll/I

M3

M3

M3

M3

«[lecoyHnua»

M3

C3NHCA

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Endpoint



3UC.15

3Unc.16

3UC.A7

3nc.18

3UncC.19

3UC.20

3UncC.21

3UC.22

3UC.23

3UC.24

3UC.25

3UC.26

Peannsauns snekTpoOHHOro MOYTOBOro 06MeHa
C BHELWWHNMUN CeTaMN Yepe3 OorpaHnyeHHoe
KOTMYEeCTBO KOHTPO/TMPYEMbIX TOHEK

3almTa OT cnama

3awmTa MHopmMaLmm oT yTeuek

BnokunpoBka 4OCTyna K caitam unm tunam
CaiToB, 3aMNpeLLEHHbIX K UCMONb30BaHNIo

3awmTa nHpopmaumm Npu eé nepegade
no KaHanam cBsA3n

O6ecneyeHne qOBEPEHHbIX KaHana
M MapLupyTa

3anpet HecaHKLMOHWPOBaHHOM yaan&éHHo
aKkTMBaUum NepudepuinHbiX yCTPONCTB

YnpaBneHue atpubytamm 6e30nacHOCTH
npv B3aMMOAENCTBUM C MHBIMU NMHPOPMALMOH-
HbIMW (@BTOMaTM3MPOBAHHBLIMUW) CUCTEMaMMU

KOHTpOb ncnonb3oBaHng MOOUIBHOO KOAA

KOHTponb nepefayn peyeBon nHpopMaLnm

KoHTponb nepeaayv BuaeouHpopmaumm

MoaTBepXkAeHMEe NPOUCXOXAEHNA UCTOYHMKA
NHopmaLnm

M3

M3

DLP

M3

M3

M3

M3

M3/ C3NHCA/
WwraTHble cpeacTea ACY

CneumanbHble cpeactsa

M3

M3

M3/ CK3U

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall



3UC.27

31C.28

3UC.29

3UC.30

3UC.31

3UC.32

3UC.33

3UC.34

3UC.35

3UC.36

3UC.37

3UC.38

Ob6ecneyeHne NoAMHHOCTU CETEBLIX
coeuHeHnn

VickntoueHne BO3MOXHOCTY OTpULaHna
OTNpPaBkW MHPOpMaLMKM

VckntoueHne BO3MOXHOCTU OTpULLaHNS
nony4yeHuns nHpopmaumnm

Vicnonb3oBaHve yCTPOCTB TEPMUHANBHOIO
poctyna

3alunTa OT CKPbITbIX KAHaN0B Nepeaayn
NHpopmaumm

3aumTa 6€CnpoBOAHbIX COEANHEHNIA

VickntoueHne goctyna yepes obLime pecypchl

3alumnTa oT yrpos oTtkasa B 06C/yXnBaHUN
(DOS-/ DDOS-atak)

YHpaBneHme ceTeBbIMKM COeaANHEHNAMN

Co3zaaHue (3Mynaums) NOXHbIX KOMMNOHEHTOB
NHPOPMALMOHHbBIX (@BTOMATU3NPOBAHHbIX)
cucTem

MNepeBoa MHOPMaLMOHHOW (@BTOMaTU3UPO-
BaHHOM) cucTeMbl B 6€30MacHOe COCTOsAHNE
nNpY BOSHWKHOBEHMK OTKa30B (C60€B)

3almTa MHGopMaLUMmn Npw UCNoIb30BaHUN
MOGU/IBHbBIX YCTPOCTB

1 2 —
OpraHu3aunoHHaa Mepa
OpraHu3aunoHHasa Mepa

1 2 3 —

1 —

1 2 3 —

1 2 3 —
OpraHu3aumnoHHasa
mMepa +

1 2 3 —

M3/ CK3U

M3/ CK3U

M3/ CK3U

CneunanbHble cpeactsa

M3

M3/ cneunansHble cpeactea

M3

Honeypot

LLtatHble cpeacTea ACY

CneunanbHble cpeacrtea

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall

InfoWatch ARMA Industrial Firewall



3UC.39

MHLI.O

MHLA

MHLL.2

MHLL.3

MHLL.4

MHLL.5

MHLI.6

YK®.0

YK

15

YnpaBneHne nepemMeLLeHnem BUpTyanbHbiX
MaLUMH (KOHTelHepoB) n o6pabaTbiBaeMblx
Ha HUX [aHHbIX

Pa3paboTka NonTukK pearnpoBaHng
Ha KOMMNbIOTEPHbIE MHLNAEHTbI

Beigsnenune KOMMBbOTEPHbLIX MHUMOEHTOB

MHhopMmnpoBaHmMe 0 KOMMbIOTEPHbIX
MHUMAEHTaX

Ananus KOMMNbKOTEPHbLIX MHUMOEHTOB

YcTpaHeHune nocneacTBuii KOMNbIOTEPHbIX
MHUMOEHTOB

MpUHSATME Mep No NpefoTBPALLEHMIO
MOBTOPHOIO BO3HWKHOBEHWS KOMTMbIOTEPHbIX
MHUMOEHTOB

XpaHeHne 1 3aLnTa nHpopmauymm
O KOMMbIOTEPHbIX MHLMOEHTAX

Pa3paboTtka NoAnTUKM ynpaBieHns
KOHUrypaumen nHpopmaunoHHOM
(@aBTOMaTM3MPOBAHHOW) CUCTEMBI

VaeHTugpnkauma o6 beKTOB yrpasieHus
KOHMUrypaunen

OpraHu3aunoHHaa Mepa

OpraHu3aumnoHHasa
mMepa +

OpraHu3aunoHHasa Mepa

OpraHuv3almnoHHas mepa

OpraHu3almnoHHas mepa

LLItatHble cpeacTBa ACY

CpeacTBa ynpaBneHus

nHumaeHTammn / SIEM

CpeacTBa ynpaBneHus

nHumaeHTammn / SIEM

CpeacTBa ynpaBneHus

nHumaeHTammn / SIEM

CpeacTBa ynpaBneHus

nHumaeHTamn / SIEM

InfoWatch ARMA
Management Console

InfoWatch ARMA
Management Console

InfoWatch ARMA
Management Console

InfoWatch ARMA
Management Console




YK®.2 YnpaBneHue nameHeHnamm 1 2 3 — — —

YctaHoBKa (MHCTaNnNAumna) TONbKO
YK®.3 paspeLleéHHOoro K MCnob30BaHunio 1 2 3 — Endpoint InfoWatch ARMA Industrial Endpoint
nporpaMMHOro obecneyvyeHns

YK®D.4 KOHTpOnb AelCTBUN MO BHECEHUIO N3MEHEHN — Endpoint —

XIV. YnpaBneHne o6HOBNEHUAMU NporpaMMHoro obecreyenus (OrlO)

Pa3paboTka NoAnTUKM ynpaBieHns

oro.o 1 2 3 OpraHusaunoHHasa Mepa — —
OBHOBNEHUAMN NPOrPaMMHOro obecneyeHms
[Nonck n nonyyeHne 0OHOBIEHNN

onou nporpaMmMHoOro o6ecnevyeHuns oT 4OBEPEHHOro 1 2 3 OpraHu3aunoHHasa Mepa — —
MCTOYHMNKAE
KOHTpOb LLENOCTHOCTM OOHOBNEHW

oro.2 P > 1 2 3 OpraHu3aunoHHaa Mepa — —
nporpaMMHOro obecneyvyeHns
TectnpoBaHve 0O6HOBMEHWI NPOrPaMMHOro

oro.3 P porp 1 2 3 OpraHu3aunoHHasa Mepa — —
obecneyeHnq
YcTaHoBKa OOHOB/IEHWI MPOrPaMMHOrO

oro.4 porp 1 2 3 OpraHu3aunoHHaa Mepa — —

obecneyeHns

Pa3paboTka NoAnTUKY NaaHMpoBaHUA
MH.0 MeponpUATUIA No o6ecneyeHmto 3alUmnThl 1 2 3 OpraHu3aunoHHasa Mepa — —
NHopmaL

Pa3paboTka, yTBEpXAeHMWe 1 akTyanmsaums
MJHA nnaHa MeponpuaATUii No o6ecnevYeHnio 3aLnTbl 1 2 3 OpraHu3aunoHHasa Mepa — —
NHopmaL



KOHTPO/b BbIMOMHEHNSA MEPOMPUATUIA
no o6ecneyeHmto 3aLLnTbl MHpopMaLnn

MH.2 1 2 3 OpraHusaunoHHaa Mepa — —

Pa3spaboTtka nonntrku ob6ecneyeHns 4encTBui

aHcC.0 1 2 3 OpraHu3aunoHHaa Mepa — —
B HELUTATHbIX CUTYaLMSaxX
PaspaboTtka nnaHa AencTBMii B HELLTaTHbIX

OHCA cmy%umsqx s 1 2 3 OpraHu3aunoHHaa Mepa — _
O6yueHue n oTpaboTka AeNCTBUIA NepcoHana

OHC.2 y P 2 P 1 2 3 OpraHu3aunoHHasa Mepa — —

B HELUTATHbIX CUTYyaunax

Co3paHne anbTepHaTUBHBIX MECT XPaHeHUs
OHC.3 N 06paboTKM MHOPMaLMK Ha CyYai 1 2 OpraHu3aunoHHasa Mepa — —
BO3HVKHOBEHWS HeLUTaTHbIX CUTyaLuid

PesepBurpoBaHne nporpaMMHOro obecneve-
OHC.4 HWA, TeX. CPeACTB, KaHa/I0B CBA3M Ha CyYali 1 2 OpraHu3aunoHHaa Mepa — —
BO3HWKHOBEHWA HELUTATHbBIX CUTYyaLWiA

O6ecneyeHre BO3MOXHOCTV BOCCTAHOBEHUA
OHC.5 NHPOPMALMOHHO (aBTOMaTU3MPOBAHHOW) 1 2 3 OpraHu3aunoHHasa Mepa — —
CUCTEMbI B C/lyYae BO3H. HeLUTaTHbIX CUTyaLnii

AHaNM3 BO3HUKLLNX HELUTaTHbIX CUTYaLIMiA
OHC.6 N NPUHATME MEP MO HeAONYLLEHNIO NX OpraHu3aunoHHaa Mepa — —
MOBTOPHOIO BO3HWKHOBEHMS

XVII. UHcbopmupoBaHue n obyveHue nepcoHana (UMO)

PaspaboTtka NonTukn NHMOPMUPOBAHNS

mno.o
1 0By4eHus nepcoHana

1 2 3 OpraHu3aunoHHasa Mepa — —

VHhopMmmnpoBaHmne nepcoHana 06 yrposax
nno. 6e30nacHOCTM MHopMaL MK 1 O NpaBuiax 1 2 3 OpraHu3aunoHHasa Mepa — —
6e30nacHo paboThl



OObyuyeHne nepcoHana npasuiam 6e30nacHom

unrno.2 1 2 3 OpraHu3aunoHHasa mepa — —
paboTbl P . P
[MpoBeferHne NPaKTUYECKNX 3aHATUI

mno.3 C nepcoHanom no npasunam 6e3onacHo 1 2 OpraHusaunoHHaa Mepa — —

paboTbl

KOHTpO/Ib OCBEAOMIEHHOCTN NEPCOHana
mno.4 06 yrpo3sax 6e30nacHOCT1 MHopMaLmm 1 2 3 OpraHu3aunoHHaa Mepa — —
1 O NpaBuIax 6e30omnacHor padoTbl

«t» — Mepa obecneyeHns 6e30MacHOCTH BKIOYEHA Mepbl o6ecrneydeHnss 6e30MacHOCTU, He OOO3HAYEHHbIE 3HAKOM «+», MPUMEHAOTCA NPV agantaunm n 4onoaHeHUn 6a30BOro Habopa
B 0a30BbIi HAOOP Mep 4719 COOTBETCTBYIOLLEN Mep, @ TakXe Npu paspadoTKe KOMMEHCUPYIOLLMX MeP B 3HAYNMOM OObeKTE KPUTUYECKOM MH(POPMaLIMOHHON MHPPACTPYKTYPbI
KaTeropumu 3Ha4ymMmMoro oobeKTa. COOTBETCTBYIOLLEN KaTeropmm 3Ha4MMOCTN.

arma.infowatch.ru Q/InfoWatchOut m /InfoWatch


https://www.infowatch.ru/solutions/system-arma
https://t.me/infowatchout
https://vk.com/infowatch

