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HepaBHO 3kcnepTHO-aHanutuueckmii ueHTp InfoWatch Bbinyctnn 0630p cambix KpynHbIX
nHumaeHToB ¢ ACY Tl u lloT 3a npoweawmii roa. B gaHHOM 0630pe Mbl NPpUBOAMM 00LLYyHO
CTaTUCTUKY MO MHUMAeHTaM 3a 2022 rog no 3apybexkHbIM JaHHbIM.

3a 2022 rop o6bem kmbepatak Bblpoc Ha 38%, coobwmam nccnegosatenm n3 Check Point
nporHos3am cneunanncros, B 2023 rogy akTMBHOCTb XaKepoB YBeJINYUTCA U3-3a
AOCTYMHOCTU TEXHOIOTUIN NCKYCCTBEHHOTO UHTEANEKTa.

CornacHo ot4ety BcemunpHoro akoHomunueckoro popyma «Global Risks Perception Survey
2022-2023», B uncne rnaBHbIx puckos Ha 2023 ros, NOMMMO Kpu3Knca SHeprocHabXxeHns n
MHONALMW, NPpU3HaHbl KW6epaTaky Ha KPUTUUECKYO MHPPACTPYKTYPY:

]

Energy supply crisis Cost-of-living crisis Rising inflation Food supply crisis Cyberattacks on
critical infrastructure

Source Risk categories I Economic I Environmental I Geopolitical I Societal ITechnnIngical

World Economic Forum Global Risks
Perception Survey 2022-2028.

PucyHok 1
McmouHuk: World Economic Forum Global Risks Perception Survey 2022-2023

Onpoc npoBogunca B koHue 2022 roga cpean 1200 npeactaBuTeNnen U 3KCNepToB U3
HayUHbIX Kpyros, 6Gu3Heca, NpaBUTENbCTBA.
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B kpaTkocpouHou (Ha nmepuoj A0 2 NeT) U B JOATOCPOYHOM nepcnektuee (go 10 ner)
pecnoHAEHTbl MPOPaHXMPOBANN PUCKN Cresyrowmnm obpasom:

Short term Long term

Coat-of-Iving crigls Fallure to mitigate clirr

Misinformation and disinformation

Ineffectiveness of multllateral Institutions and International cooperatlon

Ineffectiveness of multilateral Inatitutions and International cooperation
Misinformation and disinformation

r supply chaln

reakdown of critical Infor tio e sollapse of a systemically
State collapse or severe Instabilllty Severs mental health deterloratlon

PucyHok 2

McmouHnuk: World Economic Forum Global Risks Perception Survey 2022-2023

Kak BMAHO M3 pUCyHKa Bbille, U B KPAaTKOCPOYHOW, U B AOJFOCPOYHOM MepcrnekTuse
knbepnpectynneHuns Bxoamt B nepsyto 10-ky. Puck HapyweHus paboTbl KpUTUYECKON
NHPOPMALMOHHON MHPPACTPYKTYpPbl B AOJFOCPOYHOM NepcrnekTMBe 3aHsai0 16 MecTo, B
KpaTKOCPOYHOW — 24.
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CornacHo oOT4yeTy nocCTaBlWMKa peweHnn no kunbepbesonacHoctn Barracuda wu
nccnegoBatenbckon opraHmsaumnm Vanson Bourne «The state of the industrial security
coobLwmaun, 4To CTankmBannck ¢ nHunaeHtamm Vb 3a nocnegHune 12 mecaues. [No oTpacnam
WHUWAEHTbI pacnpeAenvanch cneayrowmm obpasom:

By industry
and local gov
et s NN -
and fishing 98%
Distribution and o
vansporzion NN ©¢*
T I
and private)
o oee NN >
generation, and utilities 85%
e pramacenca: TN =
and pharmaceuticals °

PucyHok 3
VicmouHuk: The state of the industrial security in 2022

To ecTb BCe cneuuanncTbl U3 roccekTopa eAnHOrIacHO OTMETUAM, YTO CTankMBaIUCh C
NHUMaeHTaMn 6e3zonacHoctn B 2022 ropy. Takxke otmetvam 100% onpoLUeHHbIX W3
OTpac/Iv MeTannyprum n fo6biBaroLe MPOMBILLNEHHOCTH.

MpeacTaBUTENEN OpraHM3aLMiA Takxke CNPOCUAN, KaKoe BAUSHME Ha AeATEeNbHOCTb WX
OpraHu3aLmm okasan camblil 3HaUUTENbHbIN NHLUMAEHT 6€30MacHOCTY, MPON30LLeALLNIA 33
nocnegHve 12 mecaues.
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Q: What impact did the most significant security incident experienced
in the last 12 months have on your organization’s operations?

(n=755)
Impact average days
UK 9% 50% 17
France (54 48% 7% 1.81
DACH 172
Benelux 10% 31% 1.91
Australia 8% 1.87
us. 16% 2.05
. Significant impact (complete shutdown of all devices and locations) . Moderate impact (a large number of devices or several locations were impacted)
. Minimal impact (a few devices or one location was impacted) . No impact was experienced
PucyHok 4

WicmoyHuk: The state of the industrial security in 2022

Hanbonee paspywwutenbHble AN AeATENbHOCTU OpraHv3aumi nHumaeHtol Vb (nonHas
ocTaHOBKa npowussoacrtea) npomsowam B CLLUA n Hemeukoa3biYHbIX cTpaHax (fepmaHus,

ABcTpus, Lsenuapws).

Kak oTBETMAN NpeacTaBUTENN Pa3NNUHBIX OTPaCaeN:

Impact average days

Agriculture, forestry, and fishing =54 60% 28% 3% 191
Biotechnology, chemicals, and pharmaceuticals 12% 36% 48% 3% 1.63
Central, federal, and local gov 31% 56% % 4% 173
Distribution and transportation E5% 56% 37% 2% 2.06
Energy, power generation, and utilities 15% 33% 49% 3% 181
Healthcare (public and private) 11% A44% A44%, 1.94
Manufacturing =58 58% 32% 3% 1.88
Mining and metals JB:34 53% 37% 3% 178
Ciland gas SRS 35% 45% 7% 172
Telecommunications [EEEES 38% 31% 20% 1.85
Retail 51% 4% 5% 154
3%
Bl sionificant impact (complete shutdown of all devices and locations) B Moderate impact (a large number of devices or several locations wers impacted)
. Minimal impact (a few devices or one location was impacted) . No impact was experienced
PucyHok 5

WcmouHuk: The state of the industrial security in 2022
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Hanbosbliee BAVAHNE MHLMAEHTOB MHPOPMALMOHHOWN 6e30NacHOCTU Ha AeATeNbHOCTb
opraHv3aumm OTMEeYEHO B FOCCEKTOPE, a TakXXe B TOM/IMBHO-3HEPreTMYeCckKoM KOMMIEKCE.

CamMbIMK  pacnpOCTpPaHEHHbIMW  MHUMAEHTaMW Oblin  aTakM Ha Beb-NpuaoXeHus,
BPELOHOCHOE BHellHee o0bopysoBaHWE WAM CbeMHble HocuTenu, DDoS-atakm w
CKOMMNPOMETMPOBaHHbIV YaaneHHbl goctyn. NoapobHee Ha pUCyHKe:

Which of the following security incidents has your
organization experienced in the last 12 months?
{(n=800)

42%

Web application attacks

38%

Malicious external hardware or removable media

37%

Distributed denial of service (DDoS)

35%

Compromised remote access

Compromised supply chain 34%

Data theft

AP attacks

w
i
®

w
put-
32

Ransomware

w
-
a2

Other malware

N
5
a2

PucyHok 6

WcmoyHuk: The state of the industrial security in 2022

Komnanwnsa Dragos B exxerogHom nccnegosanunn «ICS/OT Cybersecurity. Year in review

o 3adukcumpoBaHo 6onee 600 aTak Ha MPOMbIWAEHHblIE OpraHusauuu, 4to Ha 87%
6onblue, yem B 2022 roay.

e [pynn nporpamm-BbiMOratenen, HaueneHHblx Ha VT n OT-cpegbl MpOMbILLAEHHbIX
npeanpuaTum, ctano Ha 35% 6onbLue.

e 72% BCex aTak NporpamMmm-BbIMOraTtenen 6bian HaleneHbl Ha OpraHM3auUnmn 13 cekTopa
Npoun3BoOACTBa (437), Aanee camou NpuBAEKaTENbHO A5 3/I0YMbILLIEHHWNKOB OTPaC/ibio
CTana nuweBas NPOMbILLIEHHOCTb, 3HepreTnka, dbapmaueBtTnyeckas NPOMbILLNEHHOCTb
n HedTerasosasa oTpacib.
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B otuete «OT/loT Security Report 2022» (Nozomi Networks) 6111 npoaHannsnposaHbl

BCE COOBLLEHNS O pPacKpbITbIX YA3BUMOCTAX, onybankoBaHHble CISA 3a 2 nonyrogue 2022
roga.

5 OCHOBHbIX CEeKTOPOB, 3aTPOHYTbIX O6Hapy)KeHHbIMI/I YA3BUMOCTAMMN:

Top5 - m@-

Water and

SeCtO rs Was;ewater 20
ystems

AffECted by Healthcare

Disclosed T en W

Vulnerabilities Transportation

Systems

PucyHok 7
Ucmounuk: OT/IoT Security Report 2022, Nozomi Networks
CornacHo aHanu3sy, OTMeYeHbl Be HOBblE YA3BMMble OTPAC/M:
e BOZOCHabXeHve 1 BOAOOTBEeAEHME,

® TPAHCMOPTHbIE CNCTEMBbI.


http://www.infowatch.ru/analytics?utm_source=report&utm_medium=info&utm_campaign=analitics

e trrieeirndndey 1 rrrl/ 7 ®
[IFEEE THEEEITEET FEE THELEriadii gl 1iiiiiiieel irr ol - INFOWATCH
FETEEETIEEE THEEEETETIT LTl 11 11 11 1 11

FEEETED TRETT FREEPEETT 10T 1T 1 i oir 1iiiii

Mo MHeHUWIO NpeacTaBUTeNEN Pa3ANYHBIX MPOMbILLIEHHbIX CEKTOPOB, MPOAECTaBAEHHbIX B
nccnepoaHmm komnaHum SANS «The State of ICS/OT Cybersecurity in 2022 and
npoueccbl, B chepax OU3HEC-yCNyr, 34paBOOXPAHEHUS U B TOM, YUCIE, KPUTUUECKM
BaXkKHble NMPOWU3BOACTBEHHbIE MPOLLECChI. [TOAHBIN CMNCOK NPeACTaBAEH HUXKE!

Based on your understanding of the ICS threat landscape, which sectors are
most likely to have a successful ICS compromise with impact to the safe and
reliable operation of the process? Choose your top three.

Business services _ 3%
Healthcare and public health _ 26.9%
commercial facilities (|| T -
Financial services _ 251%
Critical manufacturing _ 13%
communications ||| G 1
Defense industrial base — N1%
covernment ||| NG :
Water/Wastewater _ 16.7%
Food and agriculture _ Ik
Engineering/control systems _ 12.3%
Transportation _ 9.3%
chemical || G- :
Emergency services _ 19%
Nuclear - 5%
pams [+

Other | 0.0%
0% 5% 10% 5%  20%  25%  30%

PucyHok 8

WcmoyHuk: The State of ICS/OT Cybersecurity in 2022 and Beyond, SANS
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3a nocnegHue 12 mecaueB 36,6% ONPOLLUEHHbIX COOBLWMAN, UTO UX MPOU3BOACTBEHHbIE
opraHusauum noasepramce MeHee 10 atakam. 24,4% pecnOHAEHTOB OTBETWMIW, UYTO WX
opraHusaumm nogseprance 21 go 50 atak 3a nocneaHui rog. MNMoapobHee npeacTaBaeHO
Ha PUCYHKE:

How many times did such events occur
in the past 12 months?

Fewer than 10 _ 36.6%
11-20 | -
ovs0 I
s1-70 [ 4o
71-100 [ 3>
101-500 [ 9%

501-1000 [ 24%
0% 10% 20% 30% 40%

PucyHok 9
WcmoyHuk: The State of ICS/OT Cybersecurity in 2022 and Beyond, SANS

HauanbHble BeKTOpa aTtak:

What were the initial attack vectors involved in your OT/control systems incidents?
Select all that apply.

O nere I ¢
threat(s) into OT/ICS network(s) o
T —
removable media e
engineeringuoristation compronis: I -+
expot of public-facing apptcation |
exteral remote servics [
oat istorian compronis | -
spearphisting attachmen: N
Internet-accessible device _ 20.4%
orve-by compromse | -
supply chain compromise || N AN ;
unknown (sources were unidentified) | D s

Wireless compromise - 41%

Other | 0.0%
0% 10% 20% 30% 40%

PucyHok 10
WicmoyHuk: The State of ICS/OT Cybersecurity in 2022 and Beyond, SANS
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Kak BMAHO u3 pucyHka Bbile, 6onee Tpetn pecrnoHaeHToB (40,8%) coobwmnn, 4to
NPUUYNHEHWE Bpesa ceTu npoMbiwneHHon ACY npounsoLwno yepes ysassmmoctu IT-cetn. Ha
BTOpoM (36,7%) mMecTe CTana penavkauma 4yepe3 CbEMHbIN HOCUTENb, U Ha TPeTbeM
— KOMMpOMeTaumsa MHXeHEPHOW pabouer CTaHLmu.


http://www.infowatch.ru/analytics?utm_source=report&utm_medium=info&utm_campaign=analitics

e trrieeirndndey 1 rrrl/ 3 ®
(OEEEE THEEETTEET FEE TEEEEEEiid gy 1iieiieiie il o/ -~/ INFOWATCH
[IITEEETEE TITEETTEETT i i niiiry 1l irirr i

[ 1000E 1HEreerr rer rnid 1y it it i

MoHuTopuHr yteyek Ha caute InfoWatch

Ha cante SkcnepTHo-aHanutnyeckoro ueHTpa InfoWatch perynsapHo nybankyrotca oTyeTbl
no yreykam MHPOPMaLMM N CaMble TPOMKME MHUWUAEHTbI C KOMMEHTapUAMU 3KCMEepTOB

Cnep,me 3a HOBOCTAMU yTe4yeK, HOBbIMU OTUHETAMWN,
dHaJINTUYECKMMU U NONYAAPHbIMU CTaTbAMMU
Ha HallUX KaHajaaxX:

Pacchinka InfoWatch
@ BKoHTakTe

° Telegram

InfoWatch
MNMonHoe BOCNpoun3BeseHme, onybankoBaHe MaTepuasoB 3anpeLleHo.

LI,I/ITVIpOBaHVIe BO3MOXHO TOJbKO NMpn yKa3aHnn CCbIIKN Ha NCTOYHUK.
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