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CoTpyAHMKM CTAHOBATCA HaPYLUMTENSIMU MO Pa3HbIM NPUYNHAM: OT LUNMOHAaXa B NMosb3y
KOHKYPEHTOB 1 XaXAbl HAXXUBbI 40 N3BEYHOI O II060NbITCTBA, MO 3/1IEMEHTaPHOMY HE3HaHMUIO,
M3-3a rnynon ownbKn nnn He6pPEXHOCTN.

HeszaBuCcrMO OT MOTMBA, yAap, KOTOPbIN HAHOCUT AOBEPEHHbI MHCANAEP, UMEIOLWNI OCTYN K KOH(MUAEHUMANbHON MHOopMaLnn,
OKa3blBaeTcd Hanbonee 60Ne3HEHHbIM, @ MOCNeACTBUA — Pas3pyLUUTENbHBIMN.

Kak yctTaHOBUTb HapyLumTena n cobpartb
HeobXxoauMble foKa3aTeNnbCcTBa?

InfoWatch Person Monitor — cuctema MOHUTOPUHTa
nepcoHana, KoTopas cobmpaeT AaHHble 0 AeCTBUAX
CoTpyAHMKa Ha paboyem MecTe 1 npepocTaBnsaeTt
aHanMTUYeckme OTYETbI ANA CNyXX6bl MHHOPMAaLMOHHOM
WM KagpoBol 6€30MacHOCTU.

Cneymnannct cnyX6bl 6€30NacHOCTN BK/IOYaET
InfoWatch Person Monitor, korga B hokyce
paccnefoBaHMs OKa3blBaeTCH KOHKPETHbIA COTPYAHUK
M HeoBXoAMMO:

BocctaHOBUTb NOMHYO KapTUHY [okasatb BUHY rionaBLiero MNMpokoHTponupoBaTtb AENCTBUSA
co6bITU B X0A4e MHUMAEHTA rnop nofospeHne unn yéeamtbcs npuBUIernpoBaHHbIX
B €ro HeNnpu4yacTHOCTH nonb3oBarenemn

Cob6paTtb MakKcMMyM MHcpopMaLmn 0 4eNCTBUAX NONb30BaTeNs

Bxogauine n ncxopdauine coobuieHmna 3/'IeKT|DOHHOl7] MOYThI, BJTOXEHHbIE Cbal7ll'|b|

MOHUTOPMHI KOMMYHMKaLWI B MecceHaxepax Lync, Skype, Viber, Telegram, WhatsApp, Bitrix24, Slack, Myteam (mail.ru),
Cisco Webex Teams, Telegram Desktop 2.4+ ut. o.*

[Nocelwaemble canTbl U UHTEPHET-3aNPOChI, Nepeaada haioB Yyepe3 paiimTo0OMEHHNKN, BEG-MOYUTY U YaTbl
3anmcb CKPUHLLOTOB U BUAEO C 3KpaHa, M300paxeHuns ¢ BeO-KaMepsbl, 3Byka C MUKPOMOHa 1 AMHaMNKOB
[eTtekTnpoBaHne hakToB CbEMKM 3KpaHa MOOUIbHBIM YCTPOMCTBOM

PacnosHaBaHue nuL ¢ Be6-kamep 4715 KOHTPOAS NPUCYTCTBUSA U MAEHTUhMKaLUMW COTPYAHNKOB

Cratnctnka Ncnob30BaHNA NPUAOXKEHUIA N MOHUTOPUHI BBOAMMOTIO TEKCTa

Onepaunn ¢ [OKYMEHTaMu: yaaneHue, neyats, KONMpoBaHWe Ha BHELLIHWEe HOCUTeNN U B 00N1aKo
PaclumnpeHme BO3MOXHOCTE MOHUTOpPMHIa Ha MK nog ynpaBneHnem MacOS u Astra Linux

DakT NpUCYTCTBUSA Ha paboyeM mecTe 1 B ohrce, BpeMs, NPpOBeAEHHOE 3@ KOMMbIOTEPOM

[eonokaumsa MOOW/IbHBIX YCTPOWCTB U HOYTOYKOB Ha nnatgopmax Android, Windows 10

*Crincok nogaepxnBaemMblX MeCCeHAXXePOB NMOCTOAHHO PACLUNPSAETCS, 0053ares1bHO 3aripocunte OKTyOﬁbeIPI BAPUAHT y cneynasncra InfoWatch



NpoaHanusunpoBaTb AaHHbIE U BbIHECTU OOOCHOBAHHOE peLlleHne

ﬂpOCTble N NHTYUTUBHbIE rpacbmquKme OTYETHI BN3YyannsnpyroTt CO6paHHle l/IHCbOpMaLI.VHO M NO3BOMAKOT NOMYHYUTb ACHYIO KapPTUHY:
BOCCTaAHOBWTbL NOC/NE€40BATENNbHOCTbL AENCTBUI COTPpyOHMKA N BbIABUTH XapakKTep ero aktmBHOCTU.

IW\lvanov (MBaHoB VBaH ViBaHoBwMY) | CymmapHOe BpeMs akTUBHOW paboTbl “87% (7421m)

H*

3arosiI0BOK OKHa NPU/IoXeHUSA AKTUBHOE Bpems O6wee Bpems

w TY_HoBbl-npoekT_npasku_NWN.doc 12% (1400m) 12% (1401m)

«Microsoft Word» | %ProgramFiles%\Microsoft Office\Office14\WINWORD.EXE | 2019-05-31, 15:56:52
[NokaszaTb/CKpbITb BBOAUMbIA TEKCT

PersonMonitor_with_TechSupport.xIsx 11% (0455m) 11% (0456Mm)

«Microsoft Excel» | %ProgramFiles%\Microsoft Office\Officel4\EXCEL.EXE | 2019-05-31, 09:40:21
[NokasaTb/CKpbITb BBOAUMbIA TEKCT

Bxoasuwme — Ivan.lvanov@company.com 10% (0u50m) 10% (0451m)
«Microsoft Outlooks | %SystemDrive%\PROGRAYI\MICROS™1\Office14\OUTLOOK.EXE | 2019-05-31, 09:36:08

MNokasaTtb/CKPbITb BBOAUMbIA TEKCT
Mpe3eHTauns.pptx 10% (0u48m) 10% (0448m)

«Microsoft PowerPoint» | %ProgramFiles%\Microsoft Office\Officel4\POWERPOINT.EXE | 2019-05-31, 17:34:44
MokasaTb/cKpbITh BBOANMBIV TEKCT
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npeﬂ'bFlBVITb 3aKOHHO C06paHHbIe AOOoKa3aTte/ibCTBa U He OCTaBUTb
310yMblIW/TI€EHHUKaA 6e3HakKa3aHHbIM

[Mpn ncnonb30oBaHWKM CUCTEMbI MOHUTOPWHIa NepcoHana akcnepTbl InfoWatch pekomeHaytoT NpraepKMBaTbCA OCHOBHbIX MPaBu/I:
3af0KyMeHTUpyiiTe npaBuna paboTbl C MHDOPMaLMER U BU3HEC-NPUIOXKEHUAMN B OpraH1M3aumnm
YBegomMute COTpyAHUKOB O BO3SMOXHOCTW BEAEHUSA MOHUTOPUHIa
OnpepgenuTte apryMeHTUPOBaHHYIO Lefb NpYMEeHeHNsa CPeACTB MOHUTOPUHIa K KOHKPeTHOMY paboTHMKY B npoLiecce
Cny>xebHoro paccnefoBaHus. Heo60CHOBaHHOE NpUMeHeHre, HeadekBaTHO BblOpaHHasa rny6GunHa 1 cnocob MOHUTOPUHIa
MOFYT HapyLWMTb NpaBa PabOTHMKOB
Ba>kHO NOMHUTL!
[MncbMeHHOe cornacue paboTHMKa Ha MOHUTOPUWHIE €ro AeCTBUI He nMmeeT cunbl nepef ctatbein 17, U. 2 KoHcTutyumm PO. Mol
pekoMeHayeM pa3pabaTbiBaTb METOAONOMMIO MPUMEHEHNSA CUCTEMbBI MOHUTOPWHIE NCKIIOUYUTENBHO B MPUBS3KE K KOPMOPAaTUBHbLIM
pecypcaM. COTPYAHMKYM OOMKHbI ObITb ONOBeLLeHbl 000 BCex orpaHmnyeHnsax. KoHcynstaHTel 1 topuctel InffoWatch conposoxaator

NPOEKTbI MO BHEAPEHWIO MPOAYKTOB KOMMaHWUM U MOMOrYT FPaMOTHO BbICTPOUTE MPOLIECChI U pa3padoTtaTb NOAnTMKK 6e30MacHoCTH
B OpraHm3aumnn, o6ecneunts NernTuMHyio padoTy CPeAcTB 3allnTsl MHPOPMALIMKU U MOHUTOPUHIa COTPYAHMKOB.

DLP u cuctemMa MOHUTOPUHIa NepcoHarna: He 3aMeHa, a 4oMo/IHEHUe

Cucrtema 3awmnTbl oT yTevek Data Loss Prevention (DLP) moxeT npeaotsBpatuTh yTeuky KOHMUAEHUManbHbIX AaHHbIX U3 OpraHn3aumm
n npocurHannsnpoBaTtb 00 nHunaeHTe. InfoWatch Person Monitor fononHaeT kapTuHy ncyepnbeiBatoLen nHhopmaumei

O AENCTBUAX KOHKPETHbIX COTPYAHWKOB, PACKPbLIBAET KOHTEKCT U NPeaoCTaBNAEeT AOKa3aTe/IbCTBa BUHbI. TOIbKO COBMECTHOE
MCNONb30BaHME ABYX CUCTEM CO34ACT MOMHOLEHHYIO 3aLLUMTY MHTEPECOB OpraHn3aumm.

DLP-cuctema CucrteMa MOHUTOPUHIra NepcoHana

KOHTpO/Ib MHOPMALMOHHBIX MOTOKOB KOHTpOb AeliCTBNM COTPYAHMKOB

BbigBneHne nHumMaeHToB MHOpPMaLMOHHOM 6e30nacHOoCTH, BbigBneHve nHUMAEHTOB MHPOPMALMOHHOM 6€30MacHOCTH
CBSI3aHHbIX C Nepefaden AaHHbIX Ha OCHOBE aHa/uM3a AeNCTBUIN COTPYAHNKOB

BnoknpoBka yTeuek KOHpmaeHUNanbHbIX JaHHbIX C6op gokasaTtenbHo 6a3bl NpW paccnefoBaHmsax



Kakaqa kapTnHa oTKpoeTca Bam?

Mo ctatnctuke InfoWatch, B 87% cny4aes B xoae
NMUIOTHOIO NPOEKTA OpraHM3aLUum oOGHapy>XXUBaloT
HapyLUEHUS, KOTopble TPeOYIOT NPUHATUSA
HeMea/IeHHbIX Mep.

Cesaxunrechb ¢ akcneptamn InfoWatch gns sanycka nunotHoro
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InfoWatch — BegyLnin pOCCUNCKKA pas3paboTumk pelleHnii ona obecneyeHnsa MHPOPMaLNMOHHON 6E30MacHOCTN OpraHn3aLUmnii.
MoulHas akagemmyeckada 6a3a, Nyyline NHXeHepbl, MaTeMaTki 1 NUHrBnCTol ¢ 2003 roga ob6ecneynBatoT TeXHONornyeckoe
npenmyllectso InfoWatch B o6nacTu 3awmThl NpeanpuaTii OT COBPEMEHHbIX KNOEPYrpo3, MHOPMaLUMOHHbLIX 1 MHCAROAEePCKMX aTak.

[Mpn3HaHHbIN 3KCnepT 1 Anaep pobiHka Poccnn n CHI™ B 06n1acTv 3alumThl KOpnopaTuBHbIX AaHHbIX InfoWatch ycnelwHo BeinonHmn
6onee 3000 NpOEKTOB A1 KOMMEPYECKNX 1 FOCYAapPCTBEHHbIX OpraHnsaumnii B 20-Tn cTpaHax Mmpa.

[Be Tpetn n3 50-T1 KpynHenwmnx KoMnaHnin Poccum (B COOTBETCTBUM C PENTUHIOM «IKcnepTar) gosepunn InfoWatch seinonHeHne
MaclTabHbIX 1, 3a4aCTyt0, HECTaHAAPTHbLIX MPOEKTOB, CBA3aHHbIX C MH(POPMALMOHHOM 6€30MacHOCTLIO. [puYKHa Takoro 4oBEpUd —
He TONbKO BbICOKOE Ka4YeCTBO M YHUKANbHOCTb TEXHOMNOIMMIA, HO 1 YyBCTBO YBEPEHHOCTU, KOTOPOE BO3HMKAET OT COTPYAHMYECTBa

¢ InfoWatch 6narogapsa CONPOBOXAEHMIO K/TMEHTOB Ha BCEX 3Tanax MPOEKTHbIX PaboT.
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[lonHoe nam YacTM4yHOe KOMMpPoOBAHME MATEPUA/IOB BO3MOXHO TO/TbKO MPu YKA3AHMM CChI/TKM HA MCTOYHMK, CAiT infowatch.ru, nav Ha CTPAaHULY
C MCXOAHOM MHGOPMaLMEHN.


https://www.infowatch.ru/products/person-monitor
https://t.me/infowatchout
https://vk.com/infowatch

