acckaxeT, HE M 3anumarores sawiu

_OTPYOHWKW & pabouee spewms
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MHO>XECTBO 3AAAY - 01HO PELUEHUE

BusHec exepHeBHO CTankMBaeTCs C HOBbIMW 3afayaMu, U OT COBPEMEHHOro pykoBoauTens Tpebyetcs GbicTpoe U
ornepaTuMBHOE pelleHne BO3HMKaLWMX npobneMm, a Takke 3alumTa braHeca oT BCeX BO3MOXHbIX Yrpo3, KOTOpble MOryT
HaHecTn eMy YpoH.

KAKUE 3ALAYU CTOAT NEPEQ BAMU?
SALLNTA

Ananus paboyero KOMMEPYECKOW TAHbI

BpeMeHM nepcoHana N KJTIMEHTCKUX BA3

3koHoMus Ha 3J1IeKTPO3Heprun

OnTuMu3sauuma
CokpalyeHune pacxogoB
ﬂepCOHaﬂa KOMMaHuum
[MoBbIWEeHWe AUCUNNINHBI

Toyaa BbiaBneHue

PY HeueneBbIX
HenpepbIBHbIA pacxoAaos
KOHTPOJIb CUTYaLNHU
B KOMIMaHUun

Tenepb ans peweHus noboi 3agayn
ectb InfoWatch EndPoint Security
- aBTOMaTU3NUPOBaHHas CUCTEMa
ynpaBnieHnsi paboyei aKTHBHOCTbIO
nepcoHana n HeuyeneBbIMU
pacxonaMu KoMnaHum
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MOHUTOPUHI PABOYEW AKTUBHOCTU, KOHTPOJIb UT-UHOPACTPYKTYPbI
N 3ALLUTA BAXXHON KOPMOPATUBHOM MHCDOPMALI,MM B OAHOM MNMPOAYKTE

InfoWatch EndPoint Security Insight Edition - 310 cucTemMa NocTosiHHOro MOHWUTOPUHIA, AMArHOCTUKU WU 3aLUUThI,
KoTopasi onpefenseT npobnembl U cnabble MecTa ¢ MOMOLLbIO aBTOMaTU3MPOBAHHOIO MHCTPYMeHTa — Momyns Insight.

3ateM Ha OCHOBaHWM cobpaHHOM CTAaTUCTMKM MPOAYKT MpeasaraeT WHCT
YS13BUMbIX 3/1eMEHTOB MHGPACTPYKTYpbl 1 BU3HeC-NpoLLEeccoB:

KOHTPOJ1b

[paBa gocTyna K ycTponcTeam
HocTtyn k darnam no ¢opmaty
KoHTponb 061a4HbIX XpaHunmLy,

&%\ I][NJS[I@[HIT
e T Ty

MOHMTOPUHI U AMarHocTmka
[eicTBNS COTPYAHMKOB
Onepaunn ¢ faHHbIMK

KoHTponb npunoxeHui Ha

KOMMblOTEPAX U MOBUIBbHbBIX

yCTpOMCTBax
[ LWNAPPOBAHUE

BHelHMe HocuTenu

XKecTkne gucku

Katanoru obnayHbix xpaHunumuy,
MobwunbHoe wudposaHue
(Android, i0S)

e,

gﬁ

;@/fﬁ
LS

-

PYMEHTbl KOHTPOAS W 3awmTbl Haunbonee

MDM

LleHTpannsoBaHHoe
ynpaBneHue b6e3onacHocTbo
MOOUIBHBIX YCTPONCTB

GREEN IT

JKoHOMUS
3M1eKTPO3HEPTmM
“ ynpasneHue
MOLLHOCTbIO
KOMMblOTEpOB

=
%

l YHUYTO)XEHUE
AAHHbIX

BesBo3BpaTHOe ynanexue
nHbOopMaLMKN Ha KOMMblOTEpPaX
COTPYAHMKOB
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MOHWUTOPUHI PABOYEN AKTUBHOCTM COTPYAHMKOB

e 3apaum:

Haitn Hepo6poCOBECTHBIX COTPYAHUKOB

He cekpeT, 4uTo MHOrMe coTpyaHUKKM B paboyee BpeMs MocellatoT CaiTbl, He cBA3aHHble ¢ paboton. KoHeyHo, ecnu
COTPYLHMKU B Te4eHUe paboyero AHS NeprofMyecky 0TBAEKAOTCS, 3TO He CTpallHo. Hy a uTo, eciv oHM «3aBuCcaloT» Ha
pa3BriekaTebHbIX caiiTax B yLlepb BbINONHEHWIO BaXKHOMO nNpoekTa?

BbifiBUTb COTPyAHUKOB, 3aHMMAIOLLUXCH B paﬁoqee BpeMd NOUCKOM paGOTbI

yXO,EI| COTPYAHUKOB C YHUKAJIbHbIMKM KOMMNETeHUMAMU, 3HAHUAMU N OMNbITOM MOXET JINWNTb KOMMAaHUK0 KHYeBbIX
KOHKYPEHTHbIX MpenMyLLecTB 1 I'IO3VILI,VII7I Ha pbIHKE.

Yrpo3bl pns 6usHeca:

® CpbIB CPOKOB MO BaXKHbIM MPOeKTaM )
® HeBbIMOJIHEHME KOMMaHWel B3ATbIX Ha cebs 0bsa3aTenscTB
°® najeHune pesynbtaTMBHOCTM bUsHeca } ®uHaHcoBble noTepy
® Ka[lpoBble PUCKM
® MoTeps BaXkHbIX Ans bu3Heca KoMNeTeHLMN J

0 PeweHue:

Bnaropaps MoHUTOpUHry paboyen akTmBHoCcTU nepcoHana c nomowbto InfoWatch EndPoint Security Insight Edition bl
ByneTe onepaTUBHO OTC/IEXUBATL:

nocetieHune B paboyee BpeMs calnToB, He CBSI3aHHbIX C paboToMn
aKTUBHOCTb B ceT VIHTepHeT no paboynM gHAM 1 Yacam
LNUTENbHOCTb «3aBuUcaHusa» B ceTu MIHTepHeT

3anyck n ncnosb3oBaHune I'IpVIJ'IO)KEHVIVI nnporpamMm [B TOM 4Yucsie nurp, passjiekaTesibHbIX nporpaMM]

VvV vVVVYYVY

3aMycK KOHTEHTa, He CBA3aHHOTO C BbiNoNHeHWeM pabounx 3agay (Buaeo, ayano, nsobpaxerus n T.4.)

Y HarnsgHble u uHpopMaTHBHbIE OTYETHI BaIOT OHO3HAYHbIE OTBETbI 0 paboyeif aKTUBHOCTU NepPCoOHaNa
L~ M MOMOrarT NPUHUMaTh B3BELUEHHbIE PeLieHNs] B OTHOLUEHNUN HeobPOoCOBECTHbIX COTPYAHUKOB
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YTOBbI 3ALLLVILI.I,A‘Tb

He papute A€ HbBT U cotpygHnkam
;a De3nenbe!



a INFOWATCH ENDPOINT SECURITY
LEPXWTE PYKY HA NMYJbCE, [AE Bbl Bbl HU HAXOAUIUCB!

0 3apava:

Henpepblaublﬁ MOHUTOPUHT CUTYaL UM B KOMMAHUU C NOMOLLbIO aBTOMAaTU4YeCKN reHepupyeMbiX oT4HETOB

npO,D,YKT co3[aeT HYy>XHble BaM OTHETbl MO pacnncaHuio 1N NpucbiiaeT X Ha MoyTy. HpOCManMBaVITe X, Korga v rae
ynobHo, n byabTe Bcerpa B kypce fen oducal

0 M'Mbkue n ypobHble HACTPOUKU MOHUTOPUHTA:

KOMMNaHMu B LeJIOM

COTPYAHUKOB «noAd Nogo3peHnemM» Ui KOHKPEeTHbIX OTAENT0B

AKTUBHOCTM OTAEJIbHOI0 COTPYLAHWMKa

pabotbl B ceTn VIHTepHeT

3anycka nporpamMmm 1 npuioXeHuin

NCMoNb30BaHMS CETEBbLIX KaTanoroB 1 0biayHbIx XPaHUJTNLLL

vVVvVvVvVvVVVYw

MCMOJIb30BaHMA BHELIHMX YCTPOWCTB (driew-HakonuTenen u 1.n.)

e <

am >

——
Y70 NponcxonuT, Koraa CekpeTapb CMOTPUT GUbMBI, HapywaeTcs gucumnnnuHa,
BCEM COTPYLHUKaM BCe Byxrantepus urpaet B Urpsbl, a nafaeT NpPON3BOLUTENBHOCTb
paspelueHo? PSLOBbIE MEHEKEPbI NPOAAIOT TPyAa; KOMMepyeckasi TaliHa
6a3bl JaHHbIX KIIMEHTOB nonajaeT B pykU KOHKYPEHTOB.
KOHKYpeHTaM... BusHec TepnuT ybbITKM

Ha4yaJIbHUKa oTAeJ1a KagpoB AJ19 KOHTPOJIA KaK O0TA€eJIbHbIX COTPYAHUKOB, TaK U rpynibl COTPYAHUKOB

@ InfoWatch EndPoint Security Insight Edition - 3¢¢peKTUBHbIN WHCTPYMEHT PyKOBOAWTENS] M
«nog nogospeHnems (M3 pasHbix orgenos)
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CHU)KEHWE ®UHAHCOBBIX PUCKOB

CHU3bTE BO3MOXHblE puUckn notepun KOMMep‘-IeCKOl‘/‘I TaVIHbI, HOYy-Xay, KIIMEeHTCKUX 6as u 3alunTnTe cBOM Bu3Hec oT
BO3MOXHbIX (I)VIHaHCOBbIX noTepb.

9 3apaua:

Haitu, KTo BopyeT uH$popMaumio

Bbl yBepeHbl, UTo LeHHas MHopMaLMs UCMOMb3yeTcs COTPYLAHMKAMU MO Ha3HauyeHuo? Bbl yBepeHbl, 4T0 COTPYLHUKM
MCMONb3YHT pecypchbl KOMMNaHuM Ha ee bnaro? Bam 6bl He xoTenocb, 4Tobbl 6a3bl AaHHbIX KIMEHTOB K KOMMepYeckas
TallHa nonanu B pyku KOHKYpeHToB?

KcTaTW, COTPYOHWMKM 4acTo KOMUPYKT KOPMOpaTVBHYO WHGOPMALMIO Ha BHELWHWEe HOCUTeNM W BbIHOCHAT
ee 3a npefenbl koMmnaHuu. Kakyiw wuHdopMmaumto oHu yHocaT? Ckonbko oHa cTouT? KoMy oHa nepepaetcs?
MO>XHO N1 ee NCMonb30BaTh NPOTUB KOMMaHWUW?

InfoWatch EndPoint Security Insight Edition 3HaeT oTBeTbl Ha 3TK Bonpochbl!

u}’

» »

MeHepkep KonupyeT MeHepykep ycnewHo ycTpanea- Bawwa koMnaHusa TepnuT
KIIMeHTCKyto 6a3y Ha pnewky eTcs Ha paboTy K KOHKYPEeHTY 1 yObITKM OT OTTOKA KJIMEHTOB
NPy YBOJIbHEHUU nepemMaHunBaeT KJIIMEHTOB

InfoWatch EndPoint Security Insight Edition cHU3MT pUHaHCOBbIE MOTEPU, COXPAHNUT KOMMEPYECKYI0
TalHy, Hoy-xay, 6a3bl faHHbIX KINeHTOB, HAYYUT COTPYAHUKOB rpaMOTHO 06palyaTbCsi C KOPNopPaTUBHOM
MHpopMaLmei u nsberatb ownboK B 0bpaLyeHum ¢ Hell
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Mbl PABOTAEM,
YTOBbI 3ALLMLLATD

0 PeweHue:

InfoWatch EndPoint Security Insight Edition cokpaljaeT pucku notepu U KpaXku KOprnopaTMBHbIX AAHHbIX, HanpuMmep,
6a3 JaHHbIX KIMEHTOB, yTpaTa KOTOpbIX BEAET K NPsAMbIM GMHAHCOBbLIM NoTepsM busHeca.

HapexHoe wndpoBaHme nHdopMaLnm «Ha nety»

KoHTposb ncnonbsosarms obnaunbix xpanunuuy (Axgexc Ouck, Google Drive, OneDrive, Box, Dropbox)

KoHTponb onepaumii ¢ foKyMeHTaMu 1 daiinamu, parpaHmyeHne LocTyna

KoHTpOsib UCMOMb3yeMbiX YCTPOCTB (driell-HaKoMUTENU, BHELIHNE XeCTKUE AUCKM, MOBUIIbHbIE TenedoHbl U T.14.)

3anpeT nevatu

vVVvVVvVVVeYw

Be3BOBBpaTHOBYHMHTO)KeHVIe LAHHbBIX C KOMMbOTEPOB COTPYAHUKOB [HaanMep, BO BpeMA HeOXKNOaHHbIX HpOBepOK]

LleHHas
MHPOopMaL MU
nog Hape>XHou

3aLlUnNTOU

@8NS ?

\\\\\\\

@#$%/
1~$*%
@&NS
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INFOWATCH ENDPOINT SECURITY
COKPALLEEHWUE U3AEPXEK

Peanuu coBpemeHHoro busHeca TpebytoT 0T pyKoBogUTeNeN NpuaepXKMBaTLCS NPUHLMMNOB pa3yMHOM 3KOHOMMMW U MaTUTb
TOJIbKO 3 TO, YTO KOMMaHUW AeCTBUTENbHO He06X04MMO.

e 3apaum:

BbisBUTb HeLeneBble pacxopbl U CAKOHOMUTDb

InfoWatch EndPoint Security Insight Edition npoBoguT aygut 3anyckaemblX MPUSIOXKEHWUI W OTCNEXMBAET, KTO W3
COTPYLHWKOB AENCTBUTENIbHO NCMOMb3YEeT 3aKyMeHHbIN COPT, a Ha UbMX KOMMbIOTEpax NMPorpaMMbl MPOCTanBakoT BMYCTYIO.
Ha ocHoBaHMM 3TUX LaHHbIX MOXKHO OMTMMM3MPOBaTh 06bEeM 3aKynaeMbIX JIMLLEH3UIA U COKPAaTUTb U3NTULLHUE PacXopfbl.

ELLI,e OANH UCTOYHWMK pacxonoB - MOCTOAHHO BK/IlOYEHHbIEe KOMMbIOTEPbI COTPYAHUKOB:

CoTpyaHVKM «3abblBaloT» BkntoueHHble KOMMbloTepbl — 3T0: e PacTyT pacxofbl Ha

BbIK/0YaTb KOMMbIOTEPLI Ha ®  MOBbILUEHHbIA PacXof 3N1eKTPUYECTBO

HOYb M Ha BbIXOAHbIE 3/1eKTPO3HEPTUN e BospacTatoT pucku yteuku
®  0MacHOCTb NoJlyYeHus JocTyna LaHHbIX

K danam TpeTbUMK nnLamm

OnTuMusupoBaTb 3aTpaTbl Ha UT

He xoTuTe copgep>xaTb Lenbin wrat NT-cneunannctoB ansa obcny>kKMBaHUs BCeX CUCTeM M nporpaMM B koMnanmm? InfoWatch
EndPoint Security Insight Edition no3BonnT nonHoCcTbio aBTOMaTU3MpPoOBaTh KOHTPOSb paboTel mepcoHana v co3naTb NpaBuna
W NMOJITUKM, KOTOPble He TPeDyOT MOCTOSHHbBIX KOPPEKTUPOBOK M BMeLLATebCTB CO CTOPOHbI CUCTEMHbIX aAMUHUCTPATOPOB.
3T0 No3BONIAET CHMU3UTL 3aTpaThl Ha WTaT MIT-nepcoHana 1 3KOHOMWTb BpeMsi CODCTBEHHbIX CMeLManncToB.

InfoWatch EndPoint Security Insight Edition coBep)XUT MHCTPYMEHTbI, UCMOJIb3Ysi KOTOPbIE Bbi
CIKOHOMMUTE pacxofbl KoMrnaHuu Ha 3akynky 10, noTpebneHue snekTposHeprum u UT-nepcoHan




0 PeleHue:

InfoWatch EndPoint Security Insight Edition - 3To peanbHas 3koHoMus!

limt,
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MoBbiweHune a¢ppeKTUBHOCTH paboThbl
COTPYAHMWKOB:

® MoHUTOpUWHTI paboyelt akTUBHOCTH

e 3anpeT Ha ucnonb3oBaHWe MpPoOrpamMm, He
CBSA3aHHbIX C paboTon

paMOTHbIV MEHe)KMEHT U ynpaBneHue
KafpoBOM NONUTUKOM:

NHCTpyMeHTbl ONA  pacciefoBaHUs MNPUYKH
HeBbINOMHeHUsA 0053aTeNbCTB CO  CTOPOHbI
COTPYLHMKOB

JKoHoMuA poHAa onnaThl Tpyaa:

* Bo3MOXHOCTb 3KOHOMUTL Ha UT-ayTcopcuHre
e 0ObocHoBaHWe pAna Beinnat / He BbiNnaT
BO3Harpa>geHuin v NpemMunin coTpygHuKam
JKOHOMMSA Ha 3aKynKax codTa:

KoHTponb 3anycka nporpamMM v nMpuioxeHuin

Ve
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INFOWATCH®

Mbl PABOTAEM,
YTOBbI 3ALLMLLATD

9KoHOMMS 3JIEKTPO3HEpPrun:

e HacTtpoiika npodunen paboTbl KOMNbIOTEPOB
opraHusaumu

e OnTuManbHas HacTpoika paboTbl Bcex
KOMMbloTepoB  opraHusauuu  (ynpasnexue
BKJIOYEHMEM W BbIK/OYEHUEM KOMMboTepos)

e Kanbkynsatop
31eKTPOIHEPTUM

pacyeTa 9KOHOMUKU Ha

CokpalueHune pucka 3apa)keHus
KOpnopaTUBHOM CeTU BUPYCaMMU:

° KOHTpOJ'Ib MCMNOJIb30BaHNA CbeMHbIX yCTpOl\/ﬁCTB

e «YepHbIn» 1 «benblin» CINCKU NPUITOXEHUI

AV

X

"
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PasyMHas akoHoMusa Ha AT
1 3aKyrnKax nporpamMm

KapTuHa paboyero nHa nepcoHana
I5 onTUMU3aLuun paboTsl
1 NOBbILLEHUS AUCLUMINHBI
COTPYAHMKOB

HenpepbIBHbIN KOHTPOb
CUTyaluu B KOMMaHUK
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InfoWatchEndPointSecurityInsight Edition -3T0 coBpeMeHHOe M NpocToe BMCNO/Ib30BaHUM pelleHue, pa3paboTaHHoe
crneuunanbHo Ans Manoro u cpegHero 6usHeca, punocodpmio KOTOporo MoXKHO BblpasuTb B Tpex ¢ppasax:

/ p / - /
¢ é o

«YMHbIN» noaxon MpocToTa BesonacHocTb
CHayana noHaTb CUTyaluio B MpocTas n 6bicTpas ycTaHoBKa U1 3alnLLaeT TONbKO TO,
KOMMaHWK, 3aTeM NpUHMMATb HacTpoika peweHns — 15 MUHYT YTO AEVCTBUTENIbHO

pelleHns 1 3almLLaTh 6e3 cTopoHHel noMoLu HeobxogMMo
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